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Gateway@OpenClawBy:0E, FTHRFAME—ITHTFE

o INREERTR: MEBIES1E(Sessions). KRARH (Presence). EBEE. EBTES(Cron). MEHF
(Webhooks) A K ¥zl 5 (Control U CanvasTd £

o BEEMIN: BEFWebSocket(WS) MEHE, NFABEE K. TAMEHRES—MERRE,

o JE{TIFIE: #7ZTE Node 222 IR TIE(T, BEENTIFHIE (Daemon) BEHEA.

2.5 BE{XE1THY: Pi Agent

Pi Agent2 IR M4 RIS MZ 05| 2.

o RPCHZEH!: Pi AgentARPCOZEI AR EXIETT, ZIFTAM(Tool Streaming)FR 7 (Block
Streaming), MAFRMMNN XS SE M,

o ZLEREMIH: RARBKRERENE. WA HEFNRABBIEERENSEARIREIHRIL
BIWorkspacef1&iE)

o RERE: EftmainENBREREMIE, AXZFEHARES. BUARIIIIRMITIEE,

3.5 LS Channels(3fiiE)

OpenClawii—ARKFEZHRBENEREE, ERAIRTENTAFREANHAREST,

o ZIMEER: RAEZHEEFE WhatsApp. Telegram. Slack. Discord. Google Chat. Signal.
iMessage. Microsoft Teams. Matrix LUK Zalo EZMH@ENFE

o HEMN: EEERNHARBAEE, BERKINE (Mention gating) . EERELRIEUREH
XA ESUERT B B0HE B 2R,

4BV RESHBRA: Nodes & Apps

BEEARIEEEN N TE", OpenClaw LI T EIG B HITEH:

0

BEa%iE: 81 macOS BN, i0S TaM Android T,

o TEMEENIAA: ®3d node.invoke ¥, EEEAATLUZEARST S EMEHINEE, WMREL
HEE/RE. BERE. BB RENLUIKL macOS FHEMARAHGSHIT (system.run),

e Voice Wake & Talk Mode: F)H ElevenLabs F# K, £ macOS/iOS/Android EIRHIRR 1T
FIB S MR EEMNESITERE .
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5. TES5BHENE: Tools & Skills

RMRER T FENEFNTA:

o NYIZRIEHI: WEBHEM Chrome/Chromium 261, ZHEFREE. BERITMXHE L%,

o Live Canvas: BF A2UI ENINREES, AIFEEEKATEKHITIEZIE,

o IBETFE (ClawHub): RMKEEEMER, TIFMPHEE. HERENMTFXKENBHHERSR

=y
%Qo

6. 22 55EHMH (Security & Sandboxing)

BT OpenClaw ZEZFEEMHRREFNAMX A RS, ReMRETEEUE:!

o DM ECX:RER: BNIABR T, RMAEZELIUBIEXMFILIE, bot A RMBEEER, LR
REERREN.

o Docker W%&: X#E X RIE (MBFHSINBINE) MNIRIZLEY Docker BEHRIETT, REHE
MEMBIFENR, FUNGERTHR (WMHER. ZRRa<) #1TRARRERE,

1.BESERILA

o ZRHMI/imIERIEZBE: Gateway B LUSITIEAME/ VY Linux SE) ko

o WMEZFIE: &AL Tailscale Serve/Funnel ¢ SSH f¥i&E, FRAFREBLZEMMIZIZIHE) Gateway
EHR A WebSocket RS

=. BRGRRIFE

3.1 i— =4I F EGateway %

3.0 ZRIDEL

Gateway & OpenClaw 4 —ZHIFE, B— 1 WebSocket fR%528, .

188 8.H - A5 (Telegram. Discord. Slack ) RHERMA

2.RIEEIE - Agent 2IENEGABREIE

3. TREAA - Agent TEHITHIE

4. @S - i0S/Android EB T MBS
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5.HTTP API - 121 OpenAl AR REST API

3.1.2. ZRHgEEY

Gateway H7E |

|

|

| ) |

| |WebSocket | | HTTP API | | Control | |
| | server | | (OpenAI) | | uI | |
| L | | L | | L I | |

| | | | |
| L | | |
| | |
| | ' | |
| | RPC Router | |
| ' T ' |
| | ! | |
| : 1T : 1T : | |

| |Channels | | Agents | | Nodes | |

| |CEREH)| | (REEE) | |(REFTR)| |

|

L

3.1.3. KBEEM

i AR

HEEOSHE WebSocket RPC + HTTP API + Control Ul £E—N %0 (BkiA 18789)

hilkRasft &P imABA minProtocol/maxProtocol, BRSZiEIELE RITADAYEE

RENE operator (3Z#I@E) # node (BEHTE) WAR

eSS AAKIER scopes 154 (operator.read. operator.write. operator.admin )

REFINE X Hrig R B JIER ES XS AL

MEH 4% hot/restart/hybrid =M B BEHIE

3.1.4. MXALEI
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EEEFRRE:
Gateway Client
| |
| «——— connect.challenge ——————— | (FIi%E: & nonce BIHkEL)
| |
| ————— connect (req) ———————— »| #%% auth + role + scopes
| |
| ¢——— hello-ok (res) ——————— | IRE] policy + i&&<HE
| |
| ¢——— events | FHEHERTEE
[ E-Jit

e Request: {type:"req",
e Response: {type:"res",

e Event: {type:"event"

3.1.5. INEER

R

token

password

trusted-proxy

device-token

ReRH:

id, method, params}

id, ok, payload|error}

, event, payload, seq?, stateVersion?}

ERmR

HE=SHEIAE (BRA)

HE=ZEIAUE

REREIAE (80 Pomerium)

REZMINE (BEX/EBEHIRED)

o FRIF[EIMbULSRTE 2 TNE FIAIE

o BAX ws:// BIEEZIEAAMUE (CWE-319)

3.1.6. HEER

R

it i

=3
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loopback

lan

tailnet

auto

custom

3.1.7. IRESEwEH

macOS (launchd):

ARNEEfEOpenClawiz AR 5LIMEE (L)

127.0.0.1 BRIN, ANAHLIGIE]
0.0.0.0 RiE R i71e)
Tailscale IP Tailscale M4
Elipriges IRIBIF IR B shFI i
B X bt RHESEFR

openclaw gateway install # %% LaunchAgent

openclaw gateway start # BoiiRE

openclaw gateway stop # (ZIEARSE

openclaw gateway restart # BERS

Linux (systemd):

openclaw gateway install

systemctl --user enable --now openclaw-gateway.service

3.1.8. FLEMREH

R

off

hot

restart

hybrid

3.1.9. XBEECEIMN

TREH

XNABREREN

FEERNEMNER

LeNAER, YENER (BOA)

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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{
"gateway": {

"port": 18789,

"bind": "loopback",

"mode": "local",

"auth": {
"mode": "token",
"token": "your-token"

+

"tls": {
"enabled": true,
"certPath": "/path/to/cert.pem",
"keyPath": "/path/to/key.pem"

3

"reload": {
"mode": "hybrid",
"debounceMs": 300

}

}
}

3.1.10. EH&G%

# Bapmx
openclaw gateway --port 18789

# BERE
openclaw gateway status

openclaw gateway status --deep # FEMZE

# [BERE
openclaw gateway health

openclaw channels status --probe

# R

openclaw gateway discover

# BEHZE

openclaw logs --follow

3.1.11. ZVEREAE

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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IR iz e

CLI ANO src/cli/gateway-cli/

B is src/gateway/client.ts

Y E X src/gateway/protocol/

RS iH HTTP src/gateway/server-http.ts
FoERE src/config/types.gateway.ts

3.2 Agentic Loop / Pi Loop

MTEFrRAOpenClawfIEBENHIBEIAEN, U2WHENARFRITHARBEZD. RFETFR
BMETZEARHEIERIAENRES, Wit EAgenticLoop, OpenClawliEEFEIFE— 1 EH
IREhAYZRH4)

1.FEFEF (run.ts) ARHIRGIE. Fid. profileitift

2. E2RE (attempt.ts) AT ERLLMIE B TEE AL

3. 4T1M (subscribe.ts) 2B N1 T EiEH

4. TR1EF BIKESOKEERE, HiEARE ool _useB BahIT TEHAEFMA.

THEEOpenClawIE(inference/reasoning) B LI AIAZ O TTR AR,
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3.2.1 ORI

F1EIFZ%EH (runEmbeddedPiAgent in run.ts:192)

runEmbeddedPiAgent ()

L— while (true) { // 17538 - FEHiEHF
F— REZIHREBRSE (MAX_RUN_LOOP_ITERATIONS)
— @A runEmbeddedAttempt() // BEX#EEZR
f— 4% context overflow - BEIESE
— %3 auth failure - profileiit
— %1 timeout - FIXHIRE
L— BINNRE] payloads

BREIEZIE (runEmbeddedAttempt in run/attempt.ts:306)

runEmbeddedAttempt()

F— 1. E&ME

| — @& workspace # session

| |— f##r tools (createOpenClawCodingTools)
| — #E system prompt
|
|

L— gl session manager

F— 2. KIEWREK

| |— createAgentSession() // 77688

| — &E streamFn (LLMIARZE%R)

| L— REEMHITIFNE subscribeEmbeddedPiSession()

— 3. fhiTHE

| L— j8F LLM API(streamSimple/streamFn)

|
L— EERLE:

— tool_execution_start/update/end

L— agent_start/agent_end

L— 4. REZER
[— assistantTexts(4mRAINA)
— toolMetas(TEAMATEHIE)
L— usage(tokenfEAZit)

X ________________________________________________________________________________J

TRIARENR

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w

[— await activeSession.prompt(effectivePrompt)

[— message_start/message_update/message_end

// 17921

// 171180-1182

- handleMes
- handleToo]

- handleAgent
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T BiARMAKEE SDK (@mariozechner/pi-coding-agent) B createAgentSession HEHEIE, HiE
AR [E] tool_use BY:

LLM Response(tool_use)
L— SDK B&#iT:

[— handleToolExecutionStart() // IBRITEFFIE

| L— emitAgentEvent({stream: "tool", data:

|
— RFTARK
|

— handleToolExecutionUpdate() // Az&E#H

| L— emitAgentEvent({stream: "tool", data:

L— handleToolExecutionEnd() // TEAZH

— emitAgentEvent({stream: "tool", data:

— @A after_tool_call hook
L— SDK H#¥ tool _result HFMEGEERE
L— AR LLM(TF—RHIE)

{ C———

{phase:

{phase:

{phase:

HBEAEFRFE (subscribeEmbeddedPiSession in pi-embedded-subscribe.ts:34)

EH9% (createEmbeddedPiSessionEventHandler):

[— message_start - handleMessageStart()

L— EBERS, E&EWER

|— message_update - handleMessageUpdate()

— % text_delta
f— % thinking
L— JEF onPartialReply / onBlockReply

[— message_end - handleMessageEnd()

— RERA&XE
— % reasoning
L— EERZLOE

— tool_execution_* - handleToolExecution*()

L BEBRTERS, 2ETASH

L— agent_start/end - handleAgentStart/End()

3.2.2 xR

L— S BAAEGT R

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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BFHER
!
runAgentTurnwWithFallback() (agent-runner-execution.ts:72)
!
runEmbeddedPiAgent () (pi-embedded-runner/run.ts:192)
U [whilef&If - ZF|id]
runEmbeddedAttempt() (pi-embedded-runner/run/attempt.ts:306)
!
createAgentSession() + activeSession.prompt()
U [LLMIER + ITA@EIF]
subscribeEmbeddedPiSession() - FEHhIE:E
!
onPartialReply / onBlockReply / onToolResult
!
EEHBRIE

3.2.3 LLMIARR#K

SLFRAILLM APIA @ streamFn FERL:

e ZRik: streamSimple ((EEH @mariozechner/pi-ai)

e Ollama: createOllamaStreamFn()

o A@id applyExtraParamsToAgent() B R MEIMNESEK

3.3 ERNESRESK

FOpenClawd, ENEESRIEEEEN—PEMIZH, OpenClawIEEZHNITEHEKES, &
HESTURIFNFEEXERKESERSEAAERPEEITHIFR, B S5Heatbeat X EFEFE
NERFEHUZEEMUAL, BEENLRESR, FEAABZERINMALKIR,

3.3.1 « RZIOZERH

CronService
(src/cron/service.ts) |
{
| 1T 1 | |
|  Timer || Store | | State | |
| (timer.ts) | | (store.ts) | | (state.ts) | |
| | L | L | |

v v |

[
|
|
L
[
|
|
|
|
|
|

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w 12/53
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| Jobs Collection(jobs.json)

3.3.2. AERE

type CronSchedule =

| { kind: "every"; everyMs: number; anchorMs?: number } // BRIt EFS

< G ——

{ kind: "at"; at: string }

{ kind: "cron"; expr: string; tz?:

———

S R N D

1.at - —RMEES, WITEEHER

2.every -

& E [\ FEHIT

3.cron - tREcronRIAT, HZIFEIXFstagger

3.3.3. ESEHLH

IOVSEIAE src/cron/service/timer.ts:

const MAX_TIMER_DELAY_MS = 60_000;

/) —RMEES, 1EEEE

string; staggerMs?: number } //

// BRAHIRE60F)

const MIN_REFIRE_GAP_MS = 2_000; // RINEMKEE2F)

// EBt#armed K

export function armTimer(state:

const nextAt = nextWakeAtMs(state);
const delay = Math.max(nextAt - now,

const clampedDelay = Math.min(delay,

state.timer = setTimeout(() => {
void onTimer(state).catch(...);

}, clampedbDelay);

X

o ERZFRZAILEIRCOTS, BiLERIHHIZERE

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w

CronServiceState){

// HE FRIEEERT 8]
0);
MAX_TIMER_DELAY_MS);
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S HEFH KZiE1TIES] (maxConcurrentRuns)

$EIRIEHIR®E (305 - Tmin - 5min — 15min — 60min)

BohBFERERNES (2/0BEB)

3.3.4. ESHFAUNE

FEAE:

o ZRIAERTR: ~/.openclaw/cron/jobs.json

o ELENMERE cron.store HENX

FhEg:

type CronStoreFile = {
version: 1;
jobs: CronJob[];

i

type CronJob = {
id: string;
name: string;
enabled: boolean;
schedule: CronSchedule;
sessionTarget: "main" | "isolated";
payload: CronPayload;
state: CronJobState; // iBE/7AIIAE
/S

Iy

FAWTRE:

1.EFEN (IRBEXH + rename)

2.88hE&E D

3FFREH (IIHELRETEILI)

BITEE:

o &1%: ~/.openclaw/cron/runs/<jobld>.jsonl

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w

ARNEEfEOpenClawiz AR 5LIMEE (L)

14/53



2026/3/26 11:07 ANEfEOpenClawi AR SILIMERE (L)
o BEhEE (ZRIA2MB, 1R5820001T)

3.3.5. ESMmENG

BEhRE #12 (src/cron/service/ops.ts):

export async function start(state: CronServiceState){
// 1. MEFRE

await ensureLoaded(state, { skipRecompute: true });
/7 2. FEFERES

for (const job of jobs) {

if (job.state.runningAtMs) {
job.state.runningAtMs = undefined; // EEIE7IZ

// 3. BITHIHIES

await runMissedJobs(state);

/7 4. EFHE TFRE{TEE]

recomputeNextRuns(state);

// 5. BaIEREE

armTimer (state);

3.3.6. {ESHITHEE

AMHITIET:

1.Main Session (sessionTarget: "main"

o FINRKRBMEERIE

e payload®ZA { kind: "systemEvent", text: string }

2.1solated Agent (sessionTarget: "isolated")

o JhiTagent&iEHIT

e payloadwAZi Ay { kind: "agentTurn", message: string, ... }

o ZHERIEE. thinkingiR. BIIEE

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w 15/53
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export async function executeJobCorewWithTimeout(state, job){
const jobTimeoutMs = resolveCronJobTimeoutMs(job);
return await Promise.race([
executeJobCore(state, job, abortSignal),
new Promise((_, reject) => {
timeoutId = setTimeout(() => {
abortController.abort();

reject(new Error("cron: job execution timed out"));
}, jobTimeoutMs);

1),
1);

3.3.7. 5HeartbeatBVEER

=

ER{ES @it Heartbeat &M A agent:

// src/gateway/server-cron.ts
const cron = new CronService({
enqueueSystemEvent: (text, opts) => {

enqueueSystemEvent(text, { sessionKey, contextKey });
1

requestHeartbeatNow: (opts) => {

requestHeartbeatNow({ reason, agentId, sessionKey });
}

runHeartbeatOnce: async (opts) => {

return await runHeartbeatOnce({ cfg, reason, agentId, sessionKey }.
}
/7.

1)

< G

Waket®=H:

o next-heartbeat - HF#&F FROBKHIT
o now - IZBNfil & (Ca Bk

3.3.8. Webhooki&Al

S HRES TR EMWebhook Bl :

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w 16/53
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if (webhookTarget && evt.summary) {
await fetch(webhookTarget.url, {
method: "POST",

headers: {

"Content-Type": "application/json",
"Authorization": “Bearer ${webhookToken}",
}
body: JSON.stringify(evt),
)
}
3.3.9. CLIg<
openclaw cron status # BEFESKE
openclaw cron list # SIS
openclaw cron add # IIES
openclaw cron edit # WHEES
openclaw cron remove <id> # WIS
openclaw cron run <id> # Foh ks

3.3.10. XEIZIHEFS

1.8 —ER SRR - R —IENEE, EFTREESHnextRunAtMs

2. XA - JSONTFE, ZIFE#HERE

3EEIRMEE - B MESKMARMAMES

4. BRRE - BEFHENFHBITEINES

5.HERER - AIRERAHAKESH

65&;@% - %%E"Jlﬁ i' /u\*u'{klp\ﬁﬁﬂz%

7.Agent&ER - Ali@iIcron TEfagentF EBES

3.4TERS

3.4.1 BRZEME

ARNEEfEOpenClawiz AR 5LIMEE (L)

|

| OpenClaw Tool System
|

|

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w

17/53



2026/3/26 11:07

ARNEEfEOpenClawiz AR 5LIMEE (L)

Tool Creation Layer

[

|createOpenClawCoding- | | createOpenClawTools |
|Tools() (EAA) | | (openClaw %EIH) |
| pi-tools.ts:182 | | openclaw-tools.ts |
| | L |
| T
| |
v v

Coding Tools(pi-coding-agent)

| 1] 1] 1T 1 |
| read | | write | | edit | | bash | | (Hfth...)
L 1 1 I I |

Tool Definition Layer

AnyAgentTool (ZIDEEE)

tools/common.ts:8

I
| {

| name: string; // TEABZH (NhSE—) |
| label?: string; // BTE

| description: string; // TA#H® (%4 AI &) |
| parameters?: TSchema; // JSON Schema / TypeBox schema

| execute?: (id, args, signal) => Promise<TResult>;

|
|
L

ownerOnly?: boolean; // XEFEZEH

}
|
| RNEBILAESM (src/agents/tools/)
| 1o 1o 1o
| |browser-tool | |memory-tool | |message-tool | |exec-tool
| | XSS AR | [IBIZER | |THERAE | |8<L]IT [ ]
| L I I I
| 1o 1o 1o
| |canvas-tool | |gateway-tool | |tts-tool | |process-tool
| | =R | | PXERE | [BEEM | |#HIZEE |

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w 18/53
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ARNEEfEOpenClawiz AR 5LIMEE (L)

Schema Normalization Layer

normalizeToolParameters()

pi-tools.schema.ts

Anthropic

RIFEE JSON
Schema draft
2020-12 A

| OpenAI | | Google/Gemini |
| WREE | | BEAXEN |

| type:"object" |

| constraint X$F|

Policy Pipeline Layer

applyToolPolicyPipeline()

tool-policy-pipeline.ts:65

TEA%IKX —» [Step 1: Profile Policy] —» TiE

[Step

[Step

[Step

[Step

[Step

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w

v

Provider Profile Policy] —» IiE

v

Global Policy] —» diE

v

: Agent Policy] —» diE

v
Group Policy] —» TiE

v

: Sandbox Policy] —» TiE

19/53
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ARNEEfEOpenClawiz AR 5LIMEE (L)
v

| [Step 7: Subagent Policy] —» RAT AR

ToolPolicyConfig (EEELEW)

|
|
|
|1 {
| | allow?: string[]; // IR TAZIR |
|| alsoAllow?: string[]; // &iSraiF (&#Z allow) |
| | deny?: string[]; // BT AGIE |
|| profile?: "minimal" | "coding" | "messaging" | "full";
|13
| L
|
v
Execution Layer
AI Model Interaction

| | tool_use | |

|  AI Model | » | Tool Execution Handler |

| (Claude®) | | handleToolExecutionStart |

L

v

tool_result tool.execute()

(SERRHAT) |

|
|handleToolExecutionEnd

| (hIBLER + after hook) |
L

Hook System(pi-tools.before-tool-call.ts)

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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| | before_tool_call | | after_tool_call |
| | - BB | | - 1BRE

| | - FELEIAER | | - TN |

| | - EXBE | | - ZitEER

| L

|

Plugin System

resolvePluginTools()

plugins/tools.ts

Plugin Registry(plugins/registry.ts)

extensions/
F— matrix/ - matrix-send, matrix-react tools
— zalo/ - zalo-send tool

|
|
|
|
| |— msteams/ - msteams-send, msteams-react tools
|
|
| '— voice-call/ - voice-call tool

1

HTTP Invocation API

handleToolsInvokeHttpRequest()
gateway/tools-invoke-http.ts

POST /tools/invoke

[
|
|
|
|
| |
|
|
|
|
|
|

"tool": "browser",
"action": "screenshot",
"args": { ... 3},
"sessionKey": "..."

}

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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3.4.2 VR

TREEE

ANOER#E: createOpenClawCodingTools() (pi-tools.ts:182)

XETRAZRZFHNEND, fAR:

Rt TARKRECE

IRmIE TR

B2 OpenClaw B ETIT R

mEEETAR

[z PR SR B8 I8

3B Schema

// THBIETE
createOpenClawCodingTools() {
1. resolveEffectiveToolPolicy() // AEHTEEE

2. codingTools.flatMap() // RIEEE IS T A

3. createExecTool() // BIBAITTA

4. createOpenClawTools() // BI# openclaw TA
5. applyToolPolicyPipeline() /7 AR EE

6. normalizeToolParameters() // HGEW# Schema

7. wrapToolwWithBeforeToolCallHook() // ZFII#F

3
TRAEXE

#Zi0ZER: AnyAgentTool (tools/common.ts:8)

type AnyAgentTool = AgentTool<any, unknown> & {
ownerOnly?: boolean; // (NFFBEZEHEFE
Iy

%

S¥3%EY T A (tools/common.ts):

\

e readStringParam() - FRF LS

e readNumberParam() - #iF&%k
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e readStringArrayParam() - FF R EAH

e readReactionParams() - RIER NS

ZRWETA:

e jsonResult() - JSON &5 58

e imageResult() - BIRLER

Schema #BLE

BR#K: normalizeToolParameters() (pi-tools.schema.ts)

AR Al TR B BVR ARG

R S(SEY R

Anthropic R¥F55E JSON Schema draft 2020-12 &

OpenAl HIRINES type: "object”

Google/Gemini BIEAL IR format/ARxHEF

Zig=] &3 anyOf/oneOf union schemas
RIEEER

B applyToolPolicyPipeline() (tool-policy-pipeline.ts:65)

BEESRINF (LEREMEEF):

Profile Policy - Provider Profile - Global Policy - Agent Policy
- Group Policy - Sandbox Policy - Subagent Policy

RERECE LM

type ToolPolicyConfig = {
allow?: string[]; // BEE
alsoAllow?: string[]; // BHHAEZE
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deny?: string[]; /) BEE
profile?: "minimal" | "coding" | "messaging" | "full";
Iy

HITE

EH A2 (pi-embedded-subscribe.handlers.tools.ts):

o handleToolExecutionStart() - iR FAEFE, XHEH

e handleToolExecutionEnd() - & IBZER, i&1T after hook

Hook &%::

e before_tool_call - AJ1& 245 %k /BE LE1E FB

o after_tool_call - iBRE R /B

wERE

T EfB#r: resolvePluginTools() (plugins/tools.ts)

T REM:

type PluginToolRegistration = {
pluginId: string;
factory: OpenClawPluginToolFactory;
names: string[];
optional: boolean;

source: string;

1

HTTP JAH API

I s POST /tools/invoke (gateway/tools-invoke-http.ts)

RFIRRAZERBARITR, X

o JAUEIEIE
o HRERNF

o HSRHR[]
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3.3 TRAAZERRE

BFRHER

| Gateway UK |

| | createOpenClawCodingTools()
| MEIASR |

A

, | applyToolPolicyPipeline()
| MAEEEE |

A

et

v
| | normalizeToolParameters()
| #MEHL Schema <
1 |

|

v

| |
| AT %Al tool_use]
L |

, | before_tool_call hook
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| | after_tool_call hook

| TRERITELE | <

v

| |
| 3&[El tool_result|

| AL 4RI

3.4.4 XEIZITHE =

1.9B5%M: g1 - EX - B - REE - $iT, BREEM

2 SRBRENE: ZRERBREB, SZFFERITH

3.Provider &fg: B IEARIE Al IRIHEH Schema £

4B R I ASZOIASG—BI1E

5.Hook #l#l: ZHTRIAMAIGIZ8LIE

6. VX REFIR THITART

3.5 Channels

Channels2OpenClaw#ITHRESERFEENIRIT, ERAIBNEEINITHFPHIHRST
(EAELE

3.5.1 0N BR Y

Channeli&i%it

ChannelPlugin &0 |

I
|
I
| id: ChannellId
|
| capabilities: ChannelCapabilities (chatTypes, polls, threads...)
|
|

|
\
|
meta: ChannelMeta (label, docsPath, aliases) |
|
|
\
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12N HIERRR (BRESE) |

|

|

| config | KPREEE | outbound | HERE |

| setup | KPigERE | status | REHEN |

| gateway | Gateway4dEHA | security | T2 |

| pairing | EEXEE | groups | BHAEE |

| threading | &i2RE | mentions | RN fEA |

| messaging | HETE | directory | BR%EH |

| resolver | ERERFRART | actions | FHEME |

I |

| ®Ji%: onboarding, auth, heartbeat, agentTools |

| |
HERETERN

HERE

|
| ShEBFE |
| Telegram |
| Discord |
| Slack |
| WhatsApp |
| iMessage |
| |
| |

MSTeams. ..

| 1. webhook/Gateway Event

OUTBOUND (!

v
| 1 | 1
| Channel | | PLUGIN REGISTRY |
| Monitor E— »| - channels: PluginChannelRegistration[] |
| (BWZRE) | | - plugins: PluginRecord[] |
' | ' | - Lazy Loading + Caching |
| L |
| 2. XE & WiiE
v
| 1
| Allowlist | ek (MSENR):
| IIE | 1. binding.peer (¥EHERRF/84H)

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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2. binding.peer.parent (Zi24K)

3. binding.guild + roles

| 3. @ 4. binding.guild
v 5. binding.team
| | 6. binding.account
| resolveAgent | 7. binding.channel
| Route | 8.default agent
| (BREARHT) |
L | |
|
| 4. REl {agentId, sessionKey, matchedBy}
v
| |
| Session | Session Key#&x:
| B | {agentId}:{mainKey}:{channel}:{accountId}: {peerk:
| |
L | |
|
| 5. HAURIETHIE
v
| |
| Agent |
| AI Engine |
| RIEHE |
| |
|
|
| 6. £REE
v
| | |
| Outbound | | ChannelDock
|  Deliver | | (BERTHIE)
| | | - capabilities
' I ! | - outbound config
| | - threading rules
| 7. 5% outboundAdapter '
v
| |
| HEDR |
| (chunker) |
L | |
|
| 8. M&A/iR{KAIE
v
| | |
| Channel | | BA&XH
| Outbound | > |

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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| Adapter | - Discord: send.ts |
| |

| - Slack: send.ts |
| - WhatsApp: web |
|

fEfr e A

Channel “%es/EHA |

1. EMME |
L {&EM@id registercChannel() iM% PluginRegistry |

2. WRHMEL |
- BRE|M#H: getChannelDock() - XITHIE |
L— SEENN#: getChannelPlugin() - TEHM |

|

|

|

|

|

|

|

|

|

|

|

|

| 3. EBEME |
| |-— SetupAdapter: resolveAccountId(), applyAccountConfig() |
| L— CconfigAdapter: listAccountIds(), resolveAccount() |
|

| 4. BITHE |
| - Gateway/&Eh: startAccount() [FA]iE] |
| - JHE#ZU: inbound handlers |
| - BRERfB4F: resolveAgentRoute() |
| L- SHE&ZX: outboundAdapter.sendText/sendMedia() |
|
|
|
|
|
L

5. MIEMER |
- StatusAdapter: probeAccount(), auditAccount() |
L— HeartbeatAdapter: checkReady() |

BE B ER5E M

T |
| ChannelPlugin &AC284E 1% |

| ! |
EDSETRES | BR% |

| {
|

|

|
|
config | WFEZE: listAccountIds, resolveAccount, |

isEnabled, isConfigured, setAccountEnabled |
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L |

| 1

| setup | MFI&E: resolveAccountId, applyAccountConfig, |

| | validateAccountConfig |

; i {

| outbound | JEE%&i%: sendText, sendMedia, sendPoll, |

| | editText, deleteMessage, chunker |

; ! {

| status | K&SM: probeAccount, auditAccount, |

| | formatStatusSnapshot |

I ! |

| gateway | & /EHA: startAccount, stopAccount, |

| | getRunningAccountIds, createInboundHandler \

I ! |

| security | ®R25HB&: resolveDmPolicy, collectWarnings |

| I |

| pairing | BCXEIE: resolvePairing, validatePairing |

; ! {

| ThaeiEkces | BR&= |

I ! |

| groups | B¥4H: resolveRequireMention, resolveToolPolicy

; i |

| threading | #%2: resolveReplyToMode, buildToolContext |

I ! |

| mentions | #®%: resolveMentions, formatMention |

| I |

| directory | BR: resolveUserDirectory, resolveGroupDirectory|

; ! |

| resolver | B&H: resolveAgentRoute (BENXMKHIEIHE) |

I ! |

| actions | =hfE: resolveMessageActions, handleAction |

; i ?

| messaging | JEE¥B: resolveMessageMeta, formatMessage |

| | |
B RE R

src/

I— channels/ # Channel ZIO R

| F— plugins/ # HEFRL

| | — types.plugin.ts # ChannelPlugin#ZOEX

| | — types.adapters.ts # 121EA0E8#E 0

| | — types.core.ts # Capabilities, Meta$¥

| | L— registry-loader.ts # MI#EHZET/

| — dock.ts # EERDock (HEFIEER)
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| — registry.ts
| — allow-from.ts
| — channel-config.ts
| L— session.ts
|
— routing/
| — resolve-route.ts

| — bindings.ts

| L— session-key.ts

— telegram/

| L— bot.ts

— discord/

| — monitor.ts

| — send.ts

| L— ui.ts
— slack/
— signal/

— imessage/
5
F— web/

| L— whatsapp-heartbeat.ts

— infra/outbound/

| L— deliver.ts

L— plugins/

L— registry.ts

extensions/

— msteams/

| L— src/channel.ts
F— matrix/

| L— src/channel.ts
— zalo/

L— voice-call/

3.5.2 X ES

#

B W R

HOH R R

R T S I T T 3

ARNEfROpenClawiz AREM SRR (L)

Channel IDHEWH
Allowlist UL
&L

SENREEE

BHRG

BN (%10 : 291-44371T)
Agent HEELE

Session Key#j#

TelegramsCH
Botgl#, UpdateZXZE
Discord3L#]
Gateway %%

JHE X% (Components V2)
VI &

SlacksCH
Signal3#
iMessage L
WhatsApp WebL#H
WOVBREZ T

# HULE B R R
# HERIEE

# HEMEEMERE
# PluginRegistrysCHf

# ¥R

# Microsoft Teams

Matrixihi¥

# Zalo

# EEEIE

1.9 B#&: Application - Channel Abstraction - Implementation - Plugin Registry

2 EESEEI: 120 RIERCR, RIEMD B

3.MBEMRIL: DockiREME.. ERME. BALF. UpdateEE

4 3 B FritChannel RESL M ChannelPluginiz O FH A

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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5.22MME: 8 channeltiZMsecurity. pairing. allowlistiZig

3.6 FTXER

3.6.1 VMR

Context (ETFX) =OpenClaw ZF—REBITHAZXLERNRAERNES, TRENLTXEN
(token RH) AR, MTALTXMHER, BFERSGRTIDC. TAFIRHER, SkillsFIFR(X
TCEIR). TEXAIE + BYjEl + iZ1ThTEE.

AR Context# Memory, IBIZAIFAKEIR#EE, Context EERYFIEONNNS.

3.6.2 FFXEOERE

LT Xk

1.BXBZ contextTokensOverride - HiZEH

2.B8E &M context1m: true (Anthropic 1M ##8Y) _ 1,048,576 tokens

3EREMER - M models.json 5 provider catalog &I
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ABEBEXHEE - models.providers.*.models[].contextWindow

5.Fallback - fERENMBRIAE

LT TFX®EOSE: src/agents/context-window-guard.ts

CONTEXT_WINDOW_HARD_MIN_TOKENS = 16_000 // RFILERRIETT
CONTEXT_WINDOW_WARN_BELOW_TOKENS = 32 000 // {RFIEZE

=MOELR:

o shouldWarn: B0 < 32K tokens (BJBE(RIGAR{E)

o shouldBlock: B < 16K tokens (FTCEIEEETE)

o ¥iE#Ri8: model | modelsConfig | agentContextTokens | default

3.6.3 L "X E4%E

E4EM &

src/agents/compaction.ts

YFEEEgEE F TXE O, OpenClaw BEhf & [E4E:

HEE — LM B4 — BEHELXE — FAMLE JSONL

BOTEE:

1.Token {4 & (estimateMessagesTokens) - i+ & Ha1HE 2 token

2.9 (chunkMessagesByMaxTokens) - 3% token [R5 R

3FELERL (summarizeWithFallback) - #EIXAIEELE R

4. [FsEEET (pruneHistoryForContextShare) - HEIRE B RIETE

BIER 53R

BASE_CHUNK_RATIO = 0.4 // EEi9RELH
MIN CHUNK RATIO = 0.15  // S/INDIREEA

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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SAFETY_MARGIN = 1.2 // 20% EHIMEEEIRE

HHEFYRN > ETFX10% B, BohE/haREE,

EARHBE

isOversizedForSummary(msg, contextWindow)

// BFEE > LTX 50% - E2LEEH

AhIEERRK

1.2 B ESE

2.K5M - REF#IVER, BRIKER

3.RAMIE - REDHEE R

3.6.4 FFCEIRE

5E&HNX5
S3E Compaction Pruning
EASEE BImE % toolResult B &
Bk v 5\ JSONL X XATF
fih % B A LSO LR FRIERET (TTL SHARY)
NBELE EREE LA LIRS

BB E

src/agents/pi-extensions/context-pruning/settings.ts

DEFAULT_CONTEXT_PRUNING_SETTINGS = {
mode: '"cache-ttl",
ttlMs: 5 * 60 * 1000, // 5 S8 TTL
keepLastAssistants: 3, // RIFRIE 3 FEIFHEE

softTrimRatio: 0.3, // EFXEHE > 30% MAIHIEE
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hardClearRatio: 0.5, // FFXERE > 50% MAMEER
minPrunableToolChars: 50_000,
softTrim: {

maxChars: 4_000, // > 4K Fim RIS
headChars: 1_500, // REZLES 1500 FfF
tailChars: 1_500, // IREESS 1500 FF

}
hardClear: {
enabled: true,

placeholder: "[0ld tool result content cleared]",

3

BRHITRE

src/agents/pi-extensions/context-pruning/pruner.ts

SE TTL 2ESHE

| ITHA

. HEETFXSALLA

| #8d softTrimRatio

. BB WEMEB T ALRE head + tail

I {B#8iE hardClearRatio

. BEERR BRI ST

RIPHLE]

s MEKRFP/BIFER

o BtIBEE AT toolResult

o {R#F bootstrap MiEEE (F—FAFEREZHE)

o RIFEEN ZBMFHEZRHWIAL

3.6 5 TEER FTXFE

src/agents/pi-embedded-runner/tool-result-context-guard.ts

BRTIRERRE

SINGLE_TOOL_RESULT_CONTEXT_SHARE = 0.5 // B£HEZHLETX 50%

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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TOOL_RESULT_CHARS_PER_TOKEN_ESTIMATE = 2// ERTHNHE

MITIZE

// 1. BFITALZRRE

maxSingleToolResultChars = contextWindowTokens * 2 * 0.5

// 2. B EFXHE (75% headroom)

contextBudgetChars = contextWindowTokens * 4 * 0.75

// 3. BHIENEERIAN T AL E
// BN "[compacted: tool output removed to free context]"

3.6.6 im1THY EFSGEN

TERHEN

AINEANX M (AIREFTE) !

o AGENTS.md - TR E #10

e SOUL.md- ABENX

e TOOLS.md - TEfER

o IDENTITY.md - B31EE

o USER.md - AP fRYF

o HEARTBEAT.md - D\BURZS

e BOOTSTRAP.md - BXIE{T5| &

BHTECE
{
"agents": {
"defaults": {
"bootstrapMaxChars": 20000, // BEXMER
"bootstrapTotalMaxChars": 150000 // &_EMR
}
}
}
E4E 5 £ TR
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src/auto-reply/reply/post-compaction-context.ts

E45eRE, EfFEN AGENTS.md RHXBET:

e ## Session Startup

e ## Red Lines

B8y HEREREEEERDERXER,.

Sandbox L FX

src/agents/sandbox/context.ts

RO FEIERM:

o A28=E (containerName, containerWorkdir)

o T {EXHRET (workspaceDir, agentWorkspaceDir)

e Docker fic & (docker)

o TEMR (tools)

o N 28H7E (browser, fsBridge)

3.6.7 eESIEIHGS

me EF

/status REEEEFOLAE + 2FIKE
/context list EEFIANXHEAR/N. ITE schema X/
/context detail D RS AHFKN

/usage tokens FREIE 2R token FHEE

/compact Fopf & E4

3.6.8 XBEEELS
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"agents": {
"defaults": {

}
3

// FFXEO
"contextTokens": 200000,

// Bootstrap ZEA
"bootstrapMaxChars": 20000,

/7 HEMEER

"bootstrapTotalMaxChars": 150000,

// [EEEE
"compaction": {
"mode": "auto",

"targetTokens": 0.7
3

// BREE

"contextPruning": {
"mode": "cache-ttl",
"ttl": "sm",
"keepLastAssistants": 3,
"softTrimRatio": 0.3,

"hardClearRatio": 0.5

// BELEFXEOBZ
"models": {

"providers": {

"anthropic": {
"models": [

{ "id": "claude-sonnet-4",

3.7 SubAgent Z2¥9i¥fR

3.7.1 fZIOER

SubAgent (F&EREK) BMILA Agent BITHEMMEEMIIIEITER . EMNERINZIERH

TES, THERERBHNESEERENIRRE,

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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XRISE

o RIEREE: &1 SubAgent HEMIIRIEHR agent:<agentld>:subagent:<uuid>

o FEHIT. FEEERIETT, ZFHITLE

o ZARELE. RHNEADAKXSIEREEREE

s MEXZR: XRHZEMRE (BRASERE, #E2R)

3.7.2 ZEHgLA 4

RERRS

REREANSRE:

S

n KIEEE =z ] BEDIKEFEaeA

0 agent:<id>:main FERE SR
¥ & maxSpawnDept

1 agent:<id>:subagent:<uuid> TFEEEK (RHE)
h>=2

agent:<id>:subagent:<uuid>:subag ~FFEHEK (HF T
2 IKIEARBE

ent:<uuid> &)

REITEIZE (subagent-depth.ts:124-176) :

export function getSubagentDepthFromSessionStore(

sessionKey: string | undefined | null,

opts?: { cfg?: OpenClawConfig; store?: Record<string, SessionDepthEnt
): number {

// NEIERENTEURE

const fallbackDepth = getSubagentDepth(raw);

/) BERAIETEEHEY spawnDepth FER

const storedDepth = normalizeSpawnDepth(entry?.spawnDepth);

// BEE spawnedBy FEBITIFELRE + 1
const parentDepth = depthFromStore(spawnedBy);
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return parentDepth + 1;

AR

BLBBLEH (subagent-registry.types.ts:6-35) :

export type SubagentRunRecord = {

runId: string; /7 BITHIRTF
childSessionKey: string; /) FRIEHE
requesterSessionKey: string; /) ERESIZR
requesterOrigin?: DeliveryContext; // BREFERE (R#E. K5%)
task: string; // ESHEA

cleanup: "delete" | "keep"; /7 EEETERE

label?: string; /) BrRE

model?: string; // R
runTimeoutSeconds?: number; // BT

spawnMode?: SpawnSubagentMode; // BITEREV

createdAt: number; // BT E]

startedAt?: number; // FFIEHTE]

endedAt?: number; // 45EERYE]

outcome?: SubagentRunOutcome; /7 BITER
suppressAnnounceReason?: "steer-restart" | "killed"; // #I#EE/EREA

endedReason?: SubagentLifecycleEndedReason; // £&FE/EH
Iy

BOERE:

1.B1TIRER: HIPFRAEERMAE SubAgent iIB1TIER

2.4 EIHAMIR : &1 onAgentEvent M0f lifecycle E (start/error/end)

3HFAK: BITERFAKEHE, XFMXERREME

4 RERELE: FIERIBTTH BENE LR FIETT

SAR) LM : mERENHBIEMILIETT (RESIEFRE)

a1/ R (subagent-registry.ts:488-518) :

function restoreSubagentRunsOnce(){

if (restoreAttempted) return;
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restoreAttempted = true;

/7 1. NEEMEIEITICR
const restoredCount = restoreSubagentRunsFromDisk({
runs: subagentRuns,

mergeOnly: true,

3

// 2. IEAILIETT
if (reconcileOrphanedRestoredRuns()) {

persistSubagentRuns();

/7 3. MERTHEITIE
for (const runId of subagentRuns.keys()) {

resumeSubagentRun(runId);

BiO#FE (subagent-spawn.ts:166-550) :

1. RS REKRE
- REREBERE < maxSpawnDepth
- REFKXFIBITE < maxChildrenPerAgent
- & agentId RFFIR

2. BIEF=IE
- £ F2iE#: agent:<id>:subagent:<uuid>
- @it sessions.patch & spawnDepth
- RERBEMNEEZ L

3. KIEHE (RiE)
- JAFA subagent_spawning HFEZLIZHE
- MBS EERBIBRSIE

4. BEhFiEtT

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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| - MEFERAERSIRT |
| - @R gateway.agent() BHBIT |
| - fFBA%E lane: AGENT_LANE_SUBAGENT |
L

|
| 5. FMHEITIER |
| - A registerSubagentRun() FMZl registry |

| - FRERFTM |

| - f4%Z subagent_spawned #F |
L

AR THE (subagent-announce.ts:921-1025) :

export function buildSubagentSystemPrompt(params: {
requesterSessionKey?: string;
childSessionKey: string;
label?: string;
task?: string;
childDepth?: number;
maxSpawnDepth?: number;

Ao

const canSpawn = childDepth < maxSpawnDepth;

const lines = [
"# Subagent Context",

"You are a **subagent** spawned by the ${parentLabel} for a specif]

nn
I

"## Your Role",
- You were created to handle: ${taskText}",

"- Complete this task. That's your entire purpose.",

nn
4

"## Rules",

"1. **Stay focused** - Do your assigned task, nothing else",

"2, **Complete the task** - Your final message will be automaticall
"3. **Don't initiate** - No heartbeats, no proactive actions, no si
"4. **Be ephemeral** - You may be terminated after task completion'
"5. **Trust push-based completion** - Descendant results auto-annot
"6. **Recover from compacted/truncated tool output** - Re-read witf

V2
1;

if (canSpawn) {
lines.push(

"## Sub-Agent Spawning",
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"You CAN spawn your own sub-agents using “sessions_spawn .",
"Use the “subagents’ tool to steer, kill, or check status."
"Your sub-agents will announce their results back to you automati
V2

)i

} elseif (childDepth >= 2) {

lines.push(
"## Sub-Agent Spawning",
"You are a leaf worker and CANNOT spawn further sub-agents.",

/7
)i

BEENE

%I 2 (subagent-announce.ts:1053-1382) :

|

| 1. FFBITER |
| - FHBRARNETRER (WRIBHRAR) |

| - JAA agent.wait FHFIEITREM |
| - RN FREXTRALER |

L

[

| 2. MEESHHER

| - REUEITTERNA |
| - WEETHIT (S1789iE. tokenfEAE. BAS) |

| - ERRERE (BIN/EBE /KK |

L

|

| 3. MEREEIR |
| - KRELRESERE (bound &ER) |

| - J@F subagent_delivery_target #F (hook &) |

| - ELREFERERIR (fallback ER) |

|

I

| 4. BBES |
| - BH#%®: @A gateway.agent() ZH gateway.send() |

| - BATIGIE: HiEREBICAI NAERF |

| - RELE: MRIBEREZFERE, ALER |
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|

| 5. &= |
| - BRRIESRE (RE)

| - MIBRF=IE (B2 cleanup: "delete") |

| - f#& subagent_ended fF |
L

BREBEEM (subagent-announce.ts:1222-1253) :

/7 MRIERE FEEMKBELER, HLEAFAL
if (requesterIsSubagent && !'isSubagentSessionRunActive(targetRequesters
/) BEXEIZEEATFE

const parentSessionEntry = loadSessionEntryByKey(targetRequesterSess:

const parentSessionAlive parentSessionEntry?.sessionId?.trim();
if (!parentSessionAlive) {
/7 REZEMER, BIEFIAL
const fallback = resolveRequesterForChildSession(targetRequesterSes
if (fallback?.requesterSessionKey) {
targetRequesterSessionKey = fallback.requesterSessionKey;
targetRequesterOrigin = fallback.requesterOrigin;
requesterDepth = getSubagentDepthFromSessionStore(targetRequester

requesterIsSubagent = requesterDepth >= 1;

}
// WRR =G (RERBEIFEIET), BEEFEN
}

< CEEEEEEEEEEE—— >

TRRS

THENX (subagents-tool.ts:342-680) :

ah{E:

o list: FIHERMRIENFIET

o

o kill <target>: FIEIEENFEIT ZFHEK)

e steer <target> <message>: [EIBITHMFEHEMRLIZIESHE

RIS
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function resolveRequesterKey(params: {
cfg: ReturnType<typeof loadConfig>;
agentSessionKey?: string;

}): ResolvedRequesterKey {

const callerSessionKey = resolveInternalSessionKey({ key: callerRaw,

if (!isSubagentSessionKey(callerSessionKey)) {
// EEEEMR: BEEECHIFIET

return { requesterSessionKey: callerSessionKey, callerIsSubagent: 1

const callerDepth = getSubagentDepthFromSessionStore(callerSessionKey

const maxSpawnDepth = cfg.agents?.defaults?.subagents?.maxSpawnDepth

if (callerDepth < maxSpawnDepth) {
/) HE FEREN: BEEECHFIEIT

return { requesterSessionKey: callerSessionKey, callerIsSubagent: {

/) MFFEERK: BEEXHFIET (THEE1T)
const spawnedBy = callerEntry?.spawnedBy?.trim();

return { requesterSessionKey: spawnedBy || callerSessionKey, callerIs

}

< C—— 4

REX{ZEIE (subagents-tool.ts:276-318):

async function cascadeKillChildren(params: {
cfg: ReturnType<typeof loadConfig>;
parentChildSessionKey: string;
cache: Map<string, Record<string, SessionEntry>>;
}): Promise<{ killed: number; labels: string[] }> {
const childRuns = listSubagentRunsForRequester(params.parentChildSes:¢
let killed = 0;

const labels: string[] = [];

for (const run of childRuns) {
if (!run.endedAt) {
const stopResult = await killSubagentRun({ cfg, entry: run, cache
if (stopResult.killed) {
killed += 1;

labels.push(resolveSubagentLabel(run));
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// BYIEIENETT

const cascade = await cascadeKillChildren({

cfg,

parentChildSessionKey: run.childSessionKey,

cache,

3

killed += cascade.killed;

labels.push(...cascade. labels);

return { killed, labels };

3.7.3 EEESRE!

O EER

agents: {
defaults: {
subagents: {
maxSpawnDepth: 2,
maxChildrenPerAgent: 5,
maxConcurrent: 8,
runTimeoutSeconds: 900,
archiveAfterMinutes: 60,
model: "claude-3-haiku",
thinking: "medium",
3
3
list: [{
agentId: "orchestrator",
subagents: {
allowAgents: ["*"],
}
1

T
tools: {

subagents: {
tools: {
deny: ["gateway", "cron"],
allow: ["read", "exec"],
3
3

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w

/! BmARRERE (1-5, BRiA1)

/! BYARBERRBRFETEHR (1-20)
// ERFALER (ERiks)

// ERINEBE (o=THBH)

// BrhYItedia (BRINeo o)

// FEREABIAMER

// BRINBELL7

// RFIREFEE agentId

// TEEZ#®
// TERZH
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e

TRRME

BRINEREK

e HTFEEMAE: TRIFETA (sessions_*)

o BHFEFEREME CRE1, H maxSpawnDepth >=2):

o JR1F sessions_spawn. subagents. sessions_list. sessions_history
o {#EIEL: sessions_send. sessions_delete ERZLTHE

TETEZHE (docs:229-236) :

/) REIRHERFERIZFTA
if (isSubagentSessionKey(sessionKey) && depth === 1 && maxSpawnDepth >=

allowedTools.push("sessions_spawn'", "subagents", "sessions_list", "se:

/) RE2HFIEELERIZTA
if (depth >= 2) {

denySet.add("sessions_spawn");

< G —— 4

3.7.4 B HFRSR

PFAER
BF R fih % B A FAi&
subagent_spawning IKE I HEELENE, WIENR
subagent_spawned IKERINE BREE, EMUIRKSE
subagent_delivery_target e 13 B A5 BENXBEKEH

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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subagent_ended BITHR BIERR, RESEHER

Discord "Bl (extensions/discord/src/subagent-hooks.ts):

/) EMEF
export function registerDiscordSubagentHooks(){

const hookRunner = getGlobalHookRunner();

hookRunner.register("subagent_spawning", async (event, ctx) => {
// BI#E Discord ZFEHHTEEFEEMLSIT
const thread = await createDiscordThread({

channelId: event.requester.to,

name: "Subagent: ${event.label || event.agentId}",

)

return {
status: "ok",
threadBindingReady: true,
threadId: thread.id,
}
)i

hookRunner.register("subagent_delivery_target", async (event, ctx) =:

/) RBEBAEIGER Discord 472
const binding = getThreadBinding(event.childSessionKey);
if (binding) {
return {
origin: {
channel: "discord",
to: binding.channelld,
threadId: binding.threadId,
3
Iy
}
return { origin: event.requesterOrigin };

3

< C———

3.7.5 & 55

Lane &4 (src/process/lanes.ts)

exportconstenumCommandLane {

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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Main = "main", /) ERIF

Cron = "cron", /) ERHES
Subagent = "subagent", // FEEEME
Nested = "nested", // BREIFE

FH R

o FEBEMAMFEAERE Subagent lane

o @B % FIRHE maxConcurrent =& (ZRIA8)

o BNEIEMFIEITEA maxChildrenPerAgent 3% (ZRIA5)

PAFI&E R (subagent-announce.ts:645-702)

HIFKREREILH, BEIWAM:

async function maybeQueueSubagentAnnounce(params): Promise<"steered"

const queueSettings = resolveQueueSettings({ cfg, channel, sessionEnt

const isActive = isEmbeddedPiRunActive(sessionId);

// 1. 2t steer Il

const shouldSteer = queueSettings.mode === "steer" || queueSettings.n

if (shouldSteer) {

const steered = queueEmbeddedPiMessage(sessionId,

if (steered) return"steered";

// 2. 2t followup/collect &z

const shouldFollowup =

queueSettings.mode === "followup" ||
queueSettings.mode === "collect" ||
queueSettings.mode === "steer-backlog" ||
queueSettings.mode === "interrupt";

if (isActive && shouldFollowup) {

enqueueAnnounce ({

key: buildAnnounceQueueKey(canonicalKey,

item: { announceId, prompt, sessionKey,
settings: queueSettings,

send: sendAnnounce,

3

return"queued";

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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origin 1},

params.triggerMes
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return"none";

3.7.6 INES5Z%

INEZEE (docs:196-204)

ARNEfROpenClawiz AREM SRR (L)

// FEEEMINIEA agentId RE, MIESIFHEE

const authStore = loadAuthStore({ agentId:

/7 EEBEMIAIEEN B & H

const mainAuthStore = loadAuthStore({ agentId:

const mergedAuth = mergeAuthStores(authStore,

agentProfilesOverride: true,

1)

AFFIR (docs:122-128)

// FEBEMINIEA agentId AE, MIERIFER

const authStore = loadAuthStore({ agentId:

/7 EEBEMIAIEENELE S #

const mainAuthStore = loadAuthStore({ agentId:

const mergedAuth = mergeAuthStores(authStore,

agentProfilesOverride: true,

1)

3.7.7 £ i E———

PNy

HITHR

HP: "HMRX=ANEFAHERRS"
FEREMA:

- sessions_spawn(task: "FFREFA",
- sessions_spawn(task: "FFTERB",

- sessions_spawn(task: "EFERERC",

[SrpRE. .. ]

research-a: SR - [EREE]
research-b: SER - [ERBE]
research-c: SR - [ERFEE]

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w

label: "research-a")
label: "research-b")

label: "research-c")

targetAgentId });

requesterAgentId });
mainAuthStore,

// FEEKEREMRS

targetAgentId });

requesterAgentId });
mainAuthStore,
// FERAREMRLT
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TEEK: SAERERKRERS

HHEEER (maxSpawnDepth=2)

RAF: "EMXPIREDGR"
FEREK:
- sessions_spawn(
task: "tHMAZEWI{E",
agentId: "orchestrator",

label: "refactor-coordinator"

refactor-coordinator CERE1&EH#E)

- sessions_spawn(task: "EMEIRA", label: "worker-a")
- sessions_spawn(task: "EMIEIRB", label: "worker-b")
- sessions_spawn(task: "EMIELRC", label: "worker-c")

[EFFFEiTESE. .. ]
worker-a: SR
worker-b: SERk
worker-c: SR

refactor-coordinator: SA%LER, BT EEEE

FERME: MAFRSRT

SERERIE

FF (I Discord %) : "WITXMARSEVIERE"
FEREAK:
- sessions_spawn(
task: "/BEhMERENSIE",
thread: true,

mode: '"session"

[Discord ¥ BEIBEBL%E]
[FEEAETREEPRIET]

AP (f£E— Discord #£7#8) : "HEPRESME? v
DEERAISBENFEEEERIE]

FERE(A: "HET CPU 45%, KNTF 2.1GB..."
AF: "/unfocus"

https://mp.weixin.qg.com/s/wVcltgqsCiwl9-PZ56z27w
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[FEBRETEYE, BEUESREREE/ER]

3.7.8 B&

SubAgent Z2HHIEITHE F !

1RBSMIY: ST FERATRIZERET, BRI LETX. token EEFMTASE

2 #NEH: ERAhES, BRREFHENERMN

3MEHEH. IHZEHRE, KMEXNEAER

4 FRAE . BIRERS. H&R LR TRRBRITH FIREFE

SAY R BIEFHFRASISEENITA (LIRHE. BERKRE)

KRR

o EASERRAEMIFRILFRRIFRERR

BENGIMIFREE, XFFRTMIFAFIEN

TARBEIAEXS, RHERGFEEREIAMIFELTIES

RAEIMRBENXERRAERETRS

XEZRMRE OpenClaw BEBSMOEHTES. KNEETELNERNSEERENED R,

RIBRAEZHREARNSE (RAEEOpenClawK AR SIMERE (F)), BHFEXRE~
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ANIEfEOpenClawik AR SEIRE (F)
MEEFLE

M £ 4% 5 13
v

AXZE ( ARNE#EOpenClawKARMELRIMERE (L)) NER, TEHRMDERSEE
AR RER R

=. BREIRRHHE

3.8 SandBox WE RS

Sandbox & OpenClaw BJ Docker FREZ, AFERBHPHNIT Al Agent WT EIRME, MIFEEE
FH EIETT,

3.8.1 L BB

o RHITAHIT (exec. read. write. editF) HWELHA
o BEERITRIMRIERM BRIFEE"

o RIHTEENRELS!

3.8.2 REXHLEW

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 1/52
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ANEEfEOpenClawiz AR 5 LIMEE (T)

src/agents/sandbox/

— types.ts

— config.ts
— context.ts
— docker.ts

— browser.ts

# 1B EBEX

# IESHEE

# ANO= - BT LETX
# Docker BisEE

# [FEN B ERE S

I—— tool-policy.ts # THAAY/ ELEFE
— validate-sandbox-security.ts # Z£iF

— fs-bridge.ts

L— prune.ts

3.8.3 AR

R

"off"

"non-main"

llallll

3.8.4 RB1EAE

{ERE

"session"

"agent"

"shared"

3.8.5 TRXina#X R

R HEHT

# Xt RZIRIEG %
# BESELEE

RS, FrE TREEEENIET

XREEEZIE (FRIA)

FRE 2GRS

ARYE

BhiE—1EE FHA)

B Agent — N2

FRrEREHRE—1 R

"none" SEEMRBEMNIEX ~/.openclaw/sandboxes

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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R EHT
"ro" HIEER Agent TYEXF /agent
"rw" B HE /workspace

3.8.6 ZE Rl

BIERSPEER:

o RHERIR: /etc. /proc. /sys. /dev. /root. /boot. /run

e Docker socket: /var/run/docker.sock

o RXHRS: /

B IERIRZIRT:

e host (LI MLERE)

e container:<id> (BFZZ{EMAN)

MINREEE:

o DIFEIRNXMHEZRY (readOnlyRoot: true)

o TMLE (network: "none")

o EFEFRHEHEST (capDrop: ["ALL"])

3.8.7 TEAXKKEELR

fRE Y TR IR :

1. 2R TAXK

2. Agent $FEREE

3. Sandbox TEEE (REEH—TIRH)

4. F Agent FBE

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 3/52
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BIARIFMIT R : exec. read. write. edit. apply_patch. image &

BIAEIEMT R browser. canvas. nodes. cron. gateway KFrHEHB@E

3.8.8 BLE I

{
"agents": {
"defaults": {
"sandbox": {

"mode": "non-main",

"scope": "session",

"workspaceAccess": "none",

"docker": {
"image": "openclaw-sandbox:bookworm-slim",
"network": "none",
"memory": "512m",
"cpus": 1

3

"prune": {
"idleHours": 24,
"maxAgeDays": 7

}

}
}
}
}

3.8.9 CLI &%

e openclaw sandbox list - FI D FER 28

o openclaw sandbox recreate - JRHIEEE 2R

e openclaw sandbox explain - AR HFIECE

3.9iCIZER

3.9.1 #ZOIgItIER

OpenClaw BICIZRA XA "XHEEMR" BikitE=:

o TEfENA: 4 Markdown X (AZERIERISRER)

o Z5IHH: SQLite + MEHRAN (HBITHER)

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 4/52
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o TRIEZN: XHMMF, ESI4HED

3.92 izt BE

~/.openclaw/workspace/
F— MEMORY.md # KEFICIC (B #FA1M1E)
L— memory/

L— YYYY-MM-DD.md # &HiZIZHZ (append-only)

BBt

e MEMORY.md: KHAIZIZ, FHEAEK. RE. EEEFE

e memory/YYYY-MM-DD.md: %EHAi21Z, FHEAEEIR. IR ETX

3.9 3 ZOEREENX

type MemorySource = "memory" | "sessions";

type MemorySearchResult = {

path: string; /) XHFBE
startLine: number; /7 BT

endLine: number; // EFRITE

score: number; // TEEMEES
snippet: string; // XERER (~700 FfF)
source: MemorySource; // FRXEH
citation?: string; // SIEE

1

3.9.4 #ZIOIHEEIREIR

id1z&5| &2 (MemorylndexManager)

ZOERER

o B SQLite E3IEIREE

o AREXERMEXIER

o BUXHZENHBIRD

o A2 embedding IREE

REERE:

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 5/52
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o BIET: BYEFEEES LA

e RAEE: @M= + BM25 XA

o BEIRT: XHEM + EBSRIHT

o &IFER: delta BHNE!

IBIZERTIR

e memory search - EEXIEZH

o BETFMEMANEXIEER

o REIMEXFE (BBE+115 +189)

o ¥ MMR EEMBYEIZIH

e memory_get - EMIZEN

o RERZIREFEIEIZX M

o XFHTEEEIN

o 2WE (BEREFH)

3.9.5 RS RN

BERRE

RFR&Eif
!
KEIAREY (FTS)
CI==3:79N
!
HITHER
- mEfE (BEXHEM)
L— BM25 #FR (XH$IFMLED)
!
MG &
!
ISP SEdD
- BYEI=IR
L- MMR XE

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 6/52
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!
Top-K &8

A LARERGER?

AERRMNE:

o IBfZIEN . "Mac Studio gateway host" = "I&1T gateway HI#128"

o WEEMIE: HEHIR. FX3A

MERRSH!

o XIK5HA token 55: ID. BBFFS. FHIRFRIH

BM25 i3

o FEHAULADZ: a828e60. memorySearch.query.hybrid

e =155 token

PEHEMEHZX

finalScore = vectorWeight * vectorScore + textWeight * textScore

WE)T—1H 1.0, BRI\ vectorWeight=0.7, textWeight=0.3

3.9.6 BN

MMR (RAAFFEXYE) XE

B8y BREREENZEAMNNA KR

=07

score = A x relevance - (1-A) x max_similarity_to_selected

N B

e 1.0: @XM (FREE)

e 0.0: RAZHM (BERHEXME)
https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 7/52
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e ZIA0.7: T

i "KEMNSZRE"

& MMR:

1. memory/2026-02-10.md (0.92) — PRFSE + VLAN

2. memory/2026-02-08.md (0.89) — PRFSE + VLAN (EE!)
3. memory/network.md (0.85)

MMR (A=0.7):

memory/2026-02-10.md (0.92) — B&AHEF + VLAN
memory/network.md (0.85) — BEXHY (%)
memory/2026-02-05.md (0.78) ~ AdGuard DNS (Z%#¥)

ooml—\;m

NI

B8y ILERRIZHIRES

YN W

decayedScore = score x eN(-A x ageInDays)

Fz=E: MIL30X

e« &X: 100%

e 7X: 84%

e 30K: 50%

e 90K: 12.5%

BEXMH (RA=R):

¢ MEMORY.md

o IFHEAGAMIXH (%0 memory/projects.md)

3.9.7 Embedding 12147

XFRNREMHE

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 8/52
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1. OpenAl - text-embedding-3-small (ZR3IA)

2. Gemini - gemini-embedding-001

3. Voyage - voyage-4-large

4. Mistral - mistral-embed

5. Local - Zx#thiE Ay

BEhEFZE

if (local.modelPath #FfE) return "local";
if (OpenAI key ®IA) return "openai";

if (Gemini key ®JA) return "gemini";

if (voyage key ®IA) return "voyage";

if (Mistral key ®IA) return "mistral";

return disabled;

#ERS

e OpenAl Batch API: B 438, NN

e Gemini Batch: &% embeddings #t2im=

o FHRITH: BN 2 DHEAHAEES

3.9.8 H|EIE

SQLite ¥IBRELEW

-- XfER

CREATE TABLE files (
path TEXT PRIMARY KEY,
source TEXT,
mtime INTEGER,
hash TEXT

)i

-- ORE

CREATE TABLE chunks (
id TEXT PRIMARY KEY,
path TEXT,
startLine INTEGER,

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg

ANEEfEOpenClawiz AR 5 LIMEE (T)
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endLine INTEGER,
text TEXT,
embedding BLOB,
source TEXT

)

.- mER

CREATE VIRTUAL TABLE chunks_vec USING vecO(..

-- BXHR5I

CREATE VIRTUAL TABLE chunks_fts USING fts5¢(..

-- Embedding £&7F

CREATE TABLE embedding_cache (
hash TEXT PRIMARY KEY,
embedding BLOB

)i

5| ERERES

PR M

1. 21EB&ES (sync.onSessionStart)

2.3 Z80 (sync.onSearch)

3. BRI (ATECEER)

4, 7454k (watcher, BA#1.5s)

RIERS|:

o ETF delta BIME: 100KB F¥1 8§ 50 &£EE

o RLEMN, FHELR

3.9.9 BanicIZRlE

MESRT

AR =IEEE B RSN

L

tokenEstimate > contextWindow - reserveTokensFloor - softThresholdTokens

{ CEEEEEE———

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg

ANEfROpenClawiE AREM SRR (TF)

2)

B H

»
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KRiXEEB IR "Session nearing compaction. Store durable memories now."

o 1RETIEERIE ({EiEE NO_REPLY)

o BMEHBRMNAE—R

o RAEASIE=iEHIT

G-yl

agents: {
defaults: {
compaction: {

reserveTokensFloor: 20000,

memoryFlush: {
enabled: true,
softThresholdTokens: 4000,
systemPrompt: "Session nearing compaction...",

prompt: "Write any lasting notes to memory/YYYY-MM-DD.md..."

3.9.10 F{ESLEE

CENESPNTIVA

o KHAIEIZ: REH. RF. EEEE - MEMORY.md

o FEHAIEIZ: BEEIE. BT ETX -~ memory/YYYY-MM-DD.md

o AFBAMER: "B2EXD" - LB

EEIN

INBUE R

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 11/52
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"provider": "openai',

ANEfROpenClawiE AREM SRR (TF)

"query": { "hybrid": { "enabled": false } }

RELGERE + BHZEIR:

"local": { "modelPath": "hf:ggml-org/embeddinggemma-300m-gat-q8_0-GGUF

0.7 3},
"halfLifeDays":

{
"provider": "openai',
"remote": { "batch": { "enabled": true } },
"query": {
"hybrid": {
"enabled": true,
"mmr": { "enabled": true, "lambda":
"temporalDecay": { "enabled": true,
}
}
}
FEEZi
{
"provider": "local",
"fallback": "none",
}

< G ———

3.9.11 MEREML 1K

Embedding &7F

{
"cache": {
"enabled": true,
"maxEntries": 50000
}
}

GFab:

o BEEEMNEEXA

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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o NIERIEEFH

o [E1K API pRZA

sqlite-vec HIE

{
"store": {
"vector": {
"enabled": true,
"extensionPath": "/path/to/sqlite-vec"
}
}
}

Ak :

s MIEERMETR

o BRI FFAE embedding &) JS

s EWERERARE

3.9.12 CLI %%

# BEUAE

openclaw memory status

# SEBEZ

openclaw memory sync --force
# WELEE

openclaw config get agents.defaults.memorySearch

OpenClaw WiCIZEB AL R— M EFRESIBIZBRAR, ZOMRE:

1. BEEW: Markdown X1, AZKREAIREE

2. BARE: BXER. BAEKNER. SMEMHS

3. Bapfb: BRSI. BERIE. FERERET

4. A1y R HRMPSRM. SRIMRE

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 13/52
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5.2k AMERE. T2 MIETT

XMKIHAI T ML Al Agent i2IZERRRESE: . IEXHRNEM, LRSI H9E:S.

3.10 Skills #RI¥ R

Skills #&IR{IF src/agents/skills/, & OpenClaw Agent BEH BAIMZOIEIR,

3.10.1 ZOBEE

skill = — P HE T EBEIM Markdown X (SKILL.md), B3

e YAML frontmatter (FTEtiE)

o ERIER/MLIRR

3.10.2 BR4W

src/agents/skills/

— types.ts # BEFEX

I— config.ts # FOERNT SIS
I—— workspace.ts # FZOIIEZHE
— frontmatter.ts # SKILL.md AEHT
— filter.ts # FEETIEES

— bundled-dir.ts # REFFEE RENT
I—— bundled-context.ts # AE#EEER
l— plugin-skills.ts  # /E4EEER
— refresh.ts # XTSRRI
— env-overrides.ts # HFEZEFA
I— serialize.ts # HREFH

I— tools-dir.ts # THAHERERE
L— skills-install.ts # RAELZES

3.10.3 Skill MM ER (MERIS)

// workspace.ts:369-388

extra - bundled - managed - agents-skills-personal - agents-skills-proje

< >
IR B’ Wi
extra config.skills.load.extraDirs BFEEXBER

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 14/52
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bundled skills/ (B2A)
managed ~/.openclaw/skills

agents-skills-personal ~/.agents/skills

agents-skills-project )
/.agents/skills

workspace .
/skills

type SkillEntry = {
skill: Skiltl;

ANEEfEOpenClawiz AR 5 LIMEE (T)

WA

OpenClaw REHAE

LREEREE

A agents B R

IE agents B

T B % e (RE L5k

frontmatter: ParsedSkillFrontmatter;

metadata?: OpenClawSkillMetadata;

invocation?: SkillInvocationPolicy;

i
type OpenClawSkillMetadata = {
always?: boolean;
skillKey?: string;
primaryEnv?: string;
emoji?: string;
0s?: string[];
requires?: {
bins?: string[];
env?: string[];
config?: string[];
+
install?: SkillInstallSpec[];
Iy
type SkillSnapshot = {
prompt: string;
skills: Array<{ name, primaryEnv,
skillFilter?: string[];
resolvedSkills?: Skill[];

version?: number;

};

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg

requiredEnv }>;
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3.10.5 K EEd IEZ 18

// config.ts:70-101
shouldIncludeSkill() ZE:
1. config.skills.entries[skillKey].enabled !'== false
2. bundled allowlist &
3. BT R !
- 0S ®RAEM
- THHR R
- MRTERKH

- EEERZENE

3.10.6 SKILL.md £5¥9:R 15l

name: github
description: "GitHub operations via "gh® CLI..."
metadata:
openclaw:
emoji: "@"
requires:

bins: ["gh"]

install:

- id: brew
kind: brew
formula: gh
bins: ["gh"]

# GitHub Skill
AERWEA. L.

3.10.7 XS H API

// skills.ts B4

loadwWorkspaceSkillEntries() // Mgt EESR
buildworkspaceSkillSnapshot() // WESREE (& prompt)
buildwWorkspaceSkillsPrompt() // %8 Agent prompt
filterWorkspaceSkillEntries() // 1ZJE#EE
buildworkspaceSkillCommandSpecs() // £ <SHE

syncSkillsToWorkspace() /7 [EZEEDE
applySkillEnvOverrides() /) ENFETE

3.10.8 REX#FLE

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 16/52
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// types.ts:3-17

type SkillInstallSpec = {
kind: "brew" | "node" | "go" | "uv" | "download";
formula?: string; // brew formula

package?: string; // npm/go/uv &&

module?: string; // go module
url?: string; // download URL
V2

}

3.10.9 X AL

// refresh.ts

ensureSkillswatcher () // #0F SKILL.md Z
~ bumpSkillsSnapshotVersion() // MkZ&S 1%
- EMH@E listeners

3.10.10 T2l

1. B12%L % resolveSandboxPath() BiLEER R EF it

2. BT 2L % sanitizeSkillEnvOverrides() i3 BB T

il

3. K4 R8BI scanDirectoryWithSummary() #EERIET

3.11 Session EIE

3.11.1 BRERMIG T

RNEEEER

|
|

;

| sSession Key(&HRIR)

| !

| Session Entry(=IETTHIE)
| !

| Session Store(FAWTEE)
| !

| Transcript File(¥HEFAE)
|

3.11.2 Session Key i&it

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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1. KIEREANE

EAt#{: agent:<agentId>:<rest>

ANl

- agent:main:main

- agent:ops:work

- agent:main:

- agent:main:discord:group:guild789
- agent:main:cron:daily-backup:

- agent:main:subagent:child-session

2. RiEEMRIT (session-key-utils.ts:12-32)

function parseAgentSessionKey(sessionKey:

ANEfROpenClawiE AREM SRR (TF)

# Bl agent BIESRIE
# ops agent BIERIZ

telegram:direct:user123 # Telegram DM =i%

# Discord EH=RIE
run:uuid # Cron FEETAIE

# FREZIZ

string | undefined |

(sessionKey ?? "").trim().toLowerCase();

// 1. HEW: hE EF

const raw =

// 2. FIFER/NEEH) (agent:id:rest)
const parts =

if (parts.length < 3 ||
// 3. #&HY agentId Al rest

return { agentId:

}

parts[1],

parts[0]

rest:

raw.split(":").filter(Boolean);

== "agent") return null;

parts.slice(2).join(":") };

< C——

3. IEIS Y| b
£ RBER
direct 1% :direct: B( :dm:

group B4 group:
channel BE channel:
cron rest LA cron: Fk
subagent 1% :subagent:

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg

Nl

agent:main:telegram:direct:user123

agent:main:discord:group:quild789

agent:main:slack:channel:C123

agent:main:cron:backup

agent:main:subagent:child

null):

Pé
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e

thread

ANEfROpenClawiE AREM SRR (TF)

IRAEL

1% :thread: 8 :topic:

3.11.3 Session Entry $U3ELEH

il

agent:main:discord:group:123:thread:456

ZFE&(config/sessions/types.ts #HX)
type SessionEntry = {

// === BHRIR ===
sessionId: string; // UUID, REEITIZLEXF
sessionFile?: string; // BEXZIZXHEBE
// === REFE ===
model?: string; // HEIE{TAI R
modelProvider?: string; /7 HEIBE{TAIE R
modelOverride?: string; /7 BRFEENEREER
providerOverride?: string;// AFIEERIEMEEE
contextTokens?: number; // ETFXEOK
// === Token #if ===
totalTokens?: number; // & token #

inputTokens?: number;

outputTokens?: number;

/7
/7

WA token
Bt token

totalTokensFresh?: boolean; // token ¥iEZEZ#réF

// === REHHE ===
lastChannel?: string;
lastTo?: string;
lastAccountId?: string;

lastThreadId?: string;

7/
/7
/7
/7

RIGEHHYEE
RIGAIXZB R
=/EKS ID

RIFZE ID

deliveryContext?: DeliveryContext; // #i#EEFTFTX

// === Z’?ig#ﬁ,ﬁ? —==
updatedAt?: number;
systemSent?: boolean;

abortedLastRun?: boolean;

// === {THEE ===
thinkingLevel?: string;
verboselLevel?: string;
reasoninglLevel?: string;

sendPolicy?: string;

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg

//
/7
/7

/7
//
//
/7

R/ EHATEIE
RAHBEEERE
LXBETTE & BT

BELRF
TFAR !
TEIELRF
R IX
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// === BFA/STETTHIE ===

chatType?: "direct" | "group" | "channel";
channel?: string; // KB
subject?: string; /) FEB/ B
groupId?: string; // BEFZH ID
groupChannel?: string; // BTEE R
space?: string; // B[/ TIEX
// === Z ===

displayName?: string; /! BB
label?: string; /) FBFPRE

// === ZFE/RE ===
forkedFromParent?: boolean; // ZEMIEIZTRE

spawnedBy?: string; // BIEFE
// === [EHFKE ===
compactionCount?: number; // [E455%#

memoryFlushAt?: number;  // A7ZRF#ETiE
Iy

3.11.4 21RE G A EIR

1. 2iFMak R (auto-reply/reply/session.ts:165-579)

RIEIR R |

1. fi#gtF Agent ID |

resolveSessionAgentId({ sessionKey, config }) |

2. MEZEEFME |

loadSessionStore(storePath, { skipCache: true }) |

|
|
|
|
|
|
|
|
|
|
| 3. REEEMAS |
| ICEE /new, /reset ZE&s |
|
|
|
|
|
|
|
|
|

4. THERFHEE |

evaluateSessionFreshness({ updatedAt, now, policy }) |

5. WEBKIRE (FHE) |

forkSessionFromParent() |

6. HANWZIEXM |

resolveAndPersistSessionFile() |

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 20/52
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7. ABBRE (EEM)

archiveSessionTranscripts()

8. RRAIEMIITF

ANEEfEOpenClawiz AR 5 LIMEE (T)

hookRunner.runSessionStart() / runSessionEnd()

2. EEMARYE (auto-reply/reply/session.ts:249-273)

// BRIUNEEMAES

const DEFAULT_RESET_TRIGGERS = ["/new", "/reset"];

// UDLEZiE
for (const trigger of resetTriggers) {
if (trimmedBodyLower === triggerLower) {
isNewSession = true;
bodyStripped = ""; // EBEHEHL
resetTriggered = true;

}
// ZIFHFSHBIEE: "/new {REF"

if (strippedForResetLower.startswWwith(triggerPrefixLower)) {

isNewSession = true;

bodyStripped = strippedForReset.slice(trigger.length).trimStart();

resetTriggered = true;

3. RIEHEBEE S (config/sessions/reset. ts %)

type ResetPolicy = {
direct: number; // DM =iZidEARTjE] (/)AY)
group: number; 7/ B EE S FEET ]
thread: number; /7 ERERI1EITEARTE]

Iy

/7 BINEEE
const DEFAULT_RESET_HOURS = { direct: 24,

/7 TSR

function evaluateSessionFreshness(params:
updatedAt: number;
now: number;

policy: ResetPolicy;

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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}): { fresh: boolean; reason?: string };

4. ZERENE (auto-reply/reply/session.ts:123-163)

/7 HRRIE token TBEIETIRE, #% L TFXEH
const DEFAULT_PARENT_FORK_MAX_TOKENS = 100_000;

function forkSessionFromParent(params: {
parentEntry: SessionEntry;
agentId: string;
sessionsDir: string;
}): { sessionId: string; sessionFile: string } | null {
/7 1. HHARSIEEELS

const manager = SessionManager.open(parentSessionFile);

// 2. BIEREZRIE

const sessionFile = manager.createBranchedSession(leafId);

// 3. BERIBFTEIIRE=IEX
const header = {

type: "session",

version: CURRENT_SESSION_VERSION,

id: sessionlId,

parentSession: parentSessionFile, // ###ZEZIXE1E
}

3.11.5 K1ETFEENLH

1. 174 (gateway/session-utils.ts:575-618)

~/.openclaw/

— agents/

| I— main/sessions.json # main agent HISIZ7EHE
| I— ops/sessions.json # ops agent HIRIZ/FHE
| L— ...

L sessions.json # DIEEE (IHRFES)

2. % Agent #Efif& ¥ (gateway/session-utils.ts:575-618)

function loadCombinedSessionStoreForGateway(cfg: OpenClawConfig):

storePath: string;
store: Record<string, SessionEntry>;

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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P A{
/7 RIREE: X#FET agent HIUFRE
if (isStorePathTemplate(storeConfig)) {
for (const agentId of agentIds) {
const storePath = resolveStorePath(storeConfig, { agentId });
const store = loadSessionStore(storePath);

// B33 combined, L canonicalKey X

}
// BE—Xf: FFE agent BE{FF

else {

// EENE, HEHRES

3. BRAEHSEERBEE (gateway/session-utils.ts:237-260)

/7 BEXNG AR R
function pruneLegacyStoreKeys(params: {
store: Record<string, unknown>;
canonicalKey: string;
candidates: Iterable<string>;
A
/7 1. WERTEFEMIFRAYZ
for (const candidate of candidates) {
if (candidate !== canonicalKey) {
keysToDelete.add(candidate);
}
/7 2. BEANETMHE
for (const legacyKey of findStoreKeysIgnoreCase(store, candidate))
if (legacyKey !== canonicalKey) {
keysToDelete.add(legacyKey);

}

// 3. HEMEE

for (const key of keysToDelete) {
delete store[key];

b
<« G >

3.11.6 IHBENH

Cron 2iE51E2R 5. (cron/session-reaper.ts:57-156)

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 23/52
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/) EIEERK
const DEFAULT_RETENTION_MS = 24 * 3_600_000; // 24 /At
const MIN_SWEEP_INTERVAL_MS = 5 * 60_000; // BRIVEIEEIfG 5 28

async function sweepCronRunSessions(params: {
cronConfig?: CronConfig;
sessionStorePath: string;
}): Promise<ReaperResult> {
// 1. TommE
if (now - lastSweepAtMs < MIN_SWEEP_INTERVAL_MS) {

return { swept: false, pruned: 0 };

/7 2. BHFEE, WIFFEE cron B17RIE
for (const key of Object.keys(store)) {
if (isCronRunSessionKey(key) && entry.updatedAt < cutoff) {
delete store[key];

pruned++;

/7 3. VAERBBIX IEXF

archiveSessionTranscripts({ sessionId, reason: "deleted" });

3.11.7 R1EKIERH

1. LB EEBRFAL (channels/session.ts:21-58)

async function recordInboundSession(params: {
storePath: string;
sessionKey: string;
ctx: MsgContext;
updatelLastRoute?: InboundLastRouteUpdate;
}): Promise<void> {
// 1. IBRNIEHETHE
await recordSessionMetaFromInbound({
storePath,
sessionKey: canonicalSessionKey,
ctx,

groupResolution,

1}

/7 2. BHRIELH

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 24/52
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await updatelLastRoute({
storePath,
sessionKey: targetSessionKey,
deliveryContext: {
channel: update.channel,
to: update.to,
accountId: update.accountId,
threadId: update.threadId,
3
1)

2. BB (auto-reply/reply/session.ts:60-87)

function resolvelLastChannelRaw(params: {
originatingChannelRaw?: string;
persistedLastChannel?: string;
sessionKey?: string;
}): string | undefined {
// NEF webchat/ R4EE T L&z BHBISMNEB1 12 55 B
if (originatingChannel === INTERNAL_MESSAGE_CHANNEL) {
/7 WHEREHEFFA IS E5EE
if (persistedChannel && isDeliverableMessageChannel(persistedChanne
return persistedChannel;
}
// [EBE sessionKey HZREBHIEEET
if (sessionKeyChannelHint && isDeliverableMessageChannel(sessionKey

return sessionKeyChannelHint;

< C—— 4

3.11.8 FHIGIHREK

—_

RINE R ILES

F& sessionKey EFENE BN SG—F /NG

BENANERRELESFENH B

N

BRI R FRIRIEME

loadSessionStore(storePath, { skipCache: true })

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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e JEE5 Windows mtime $iIFE|r) 3 S A EIER —3

3. BRERENRRTERE

o RZ1E token BT FHENBOITIKE, BR ETEH

o IRESIEICHE parentSession 5%, HIFIBM

4. EERAVIT YK

e /new I /reset [FIRE AP IZREM thinkingLevel. verboselLevel &

* JAZ token FIFFELRITE, BRTHNIIBERS

5. RIEIIEHEH

o EEWMBRIIER, WIEXHBENE] archived/ BR

o BEMERELRERSBHBET(E

3.12 B LHE

OpenClaw @ LA LML ONHI S B R EH 53k

3.12.1 AMEERBIAZ IO X 4

THEXEERRERNXM, agent AJTEXERELL:

AGENTS.md - #2/Efsmgf 17 930 N

SOUL.md - Ai&%. IBSFMAR

MEMORY.md - KHi21Z (ZREI. EBRE)

memory/YYYY-MM-DD.md - 5288 A Ei21Z

3.12.2 SIS RFKIRT

BRETHDSHERSRER, 8

TAANNIRRXHRE

2. AT ATIE

3. Skills 5I5R (FIH &)

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 26/52



2026/3/26 11:07 ARNEfEOpenClawi AR SILIMEE (F)
4. ZTNFIEER

LUXHWESE, TRSIEILARRE W,

3.12.3 Skills M B &%

e @Y ClawHub ZMFZEFH skills

Skills ATLA#T agent A TAE

% workspace. managed. bundled =i &

BEME SKILL.md i8S

3.12.4 BEIEREE

Agent NE read/write/edit TR, BJLL:

1. EFBECHITA - 1828 AGENTS.md AN AN

2. FIZ - BB N MEMORY.md

3. REET] - REHRY skills

4. JHENI& - EF SOUL.md HEFESMIAR

3.12.5 BEREHIES

RAIRTEE OpenClaw Self-Update #84%), agent AJLUETT:

e config.apply- NARELE

e update.run - UIITEFRIE

3.12.6 #HLER

BAFES/RIR - Agent X - FTRKIEMEFAR - TAKRT - FEEL

XMigitik agent EBEAR—F"FES"M"RK", BIXGRFFHALHLAR.

3.13 TEX 5 Agent I&H

3.13.1 TfEX

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 27/52



2026/3/26 11:07

ARNEfEOpenClawiz REM S5 LMEFRE (T)
TEXERENXGRARESIMRE, G8RENSISXHEH. 1212 BHMIARKSE.

VLS

. BREW

2RI\ B& B . ~/.openclaw/workspace ( A & i@

Z| workspace-{profile})

BN IEKBEEUTSISXH:

AGENTS.md - XIB1T 5

SOUL.md - REBIZO ARG

TOOLS.md - TEENX

IDENTITY.md - B9 E

USER.md - AP fmiF

HEARTBEAT.md - D\BKIES

BOOTSTRAP.md - 114315

MEMORY.md / memory.md - A 1212

 REIAR

BB X{Fi%EGE T openBoundaryFile #1771

73

B LB 1R IB P

XHEKNRE: 2MB

Z7ZHE . BEF inode/dev/size/mtime BIZHI8IE

. IR RIE

Bt Z B REW

Git BE¥IRK

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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5| F XX IRIRINE

NERIRASERER (.openclaw/workspace-state.json)

N

CFRETIE

FAEBMENES IR EIFZO5I X

3.13.2 ZRIBREBFERK

BHAFREBNMNMEBLAEHRINHE, 2 OpenClaw ZRIBZEMAIZ .

BEEXREH (MBEMEMLER)

const tiers = [

{ matchedBy: "binding.peer", ... },

{ matchedBy: "binding.peer.parent",

{ matchedBy: "binding.guild+roles",

{ matchedBy: "binding.guild", ... },

{ matchedBy: "binding.team", ... },

{ matchedBy: "binding.account", ... },
{ matchedBy: "binding.channel", ... },
{ matchedBy: "default", ... }

17
B R T ACHL I 3% i

1. WEYE (binding.peer) :

R LIER

CEREMRNSR (BP/SE/E4)

e ffl: Discord #Mi& c1 4BEEI1CIE chan

2. RIWEHE (binding.peer.parent) :

T2 d %k

o HHEKRBARELRERFEHEN, LEINEHE

o HfR Discord Jeim F @MAEL A& S S8 B8 R

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg

-}
.

7/
//
7/
7/
/7
/7
/7
//

S{RE: AGENTS.md, TOOLS.md, SOUL.md, IDENTITY.md, USER.md

0 N O O AN W N R

K B X1 LB
RATFEE (%72)
K=+ FHBILE
A=

HIA LB

Tk i

S ILAD

BURE
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3

ANEEfEOpenClawiz AR 5 LIMEE (T)

2=+ AEYE (binding.guild+roles) :

Discord 58

MEREAZFHFERBRRA

FZERIHERE quildId M roles 4%

. AEEE  (binding.quild) :

Discord ASRITE (EABEX)

. A% gl MFRFEE B BRAEIE quild

.ESE (binding.team):

Slack 58

LEC Slack TR (ERA)

. P 4% (binding.account) :

LR EM, (FEEECTT *)

5 WhatsApp Business K biz #5EZIMIE b

SE4E (binding.channel) :

BB LA (accountld: "*")

TLECFR A fiE A 1578 B K 7

RSN T=2 K

FAE A48 ILFC AT (5 A

BREBZIEEESM defaultAgentId (BRiAJ main)

BEELERHL

const bindings = [
// EHXIEFRE
{
agentId: "support",

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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match: {
channel: "whatsapp",
accountId: "biz",
peer: { kind: "direct",
}
3
/I REHE
{
agentId: "community",
match: {
channel: "discord",
guildId: "123456789"
}
3
/! BEHE
{
agentId: "admin",
match: {
channel: "discord",

guildId: "123456789",

id: "+1234567890" }

roles: ["admin", "moderator"]

3.13.3 SRR
SIRRREMIER LU AR S FIFA I,

DM RIS AE

type DmScope =
| "main"
| "per-peer"
| "per-channel-peer"
I

"per-account-channel-peer";

SEREN

agent:{agentId}:{mainKey}

agent:{agentId}:direct:{peerId}

// FFE DM HE—1RIF

/) BINEERIRIE

/) FTE ST FEAE T

/7 K+ HE+ I E A E T

// ERIE
// per-peer DM

agent: {agentId}:{channel}:direct: {peerId} // per-channel-peer

agent:{agentId}:{channel}: {accountId}:direct:{peerId} // per-account-ct
agent:{agentId}:{channel}:{peerKind}: {peerId} // BfH/5mE

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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agent:{agentId}:{channel}:{peerKind}:{peerId}:thread:{threadId} // %iZ

By
s AFBEFEEHRIE.

— { C———
e NN, lelegram A TTTTTTTTT AU DISCOTA A £44224222222222222 2XF 5177 aliCeo

identityLinks: {
alice: ["telegram:111111111", "discord:222222222222222222"]

3.13.4 MHREMLIL

1. BEEF

e evaluatedBindingsCacheByCfg - WeakMap &7Z
o 1% channel + accountld NHEE5|

e =K 2000 MEFHE

N

- XHERF

e EF inode + dev + size + mtime BYETZHE

5 B B IR EVE R S

w

BREE

TFXERTAME

Promise EF[HILEERF

3.13.5 LR AHE

s 1. 2P Saas

binding 1: WhatsApp Business '"company-a" -> agent "support-a"

binding 2: WhatsApp Business '"company-b" -> agent "support-b"
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7% 2: Discord T XEE

binding 1: Guild "123" + Role "admin" -> agent "admin-bot"
binding 2: Guild "123" (no role) -> agent "community-bot"

binding 3: Channel "welcome" -> agent '"greeter"

= 3: Slack IV EpE

binding 1: Team "T-sales" -> agent "sales-assistant"

binding 2: Team "T-engineering" -> agent "tech-support"

R 4. LERE

Parent Channel "general" -> agent "general-bot"

Thread in "general" inherits parent binding

3.13.6 XBIGIHRE

1. WEMRE: HRBASEFERREL, TR,

2. BNk BERBMH, BREXITH.

3. ReUR: MARRREREIIENAFRLE,

4. %Refk: SRERE, &IME1/0.

5.7l B%: XFEEGYT REBHIZE,

XERFRN T RENSNERE, RMRIETR2M. HaER 4P,

3.14 Nodes

Nodes @ OpenClaw WA HNIKE/F R IHEIEZM, it Gateway A LURFZIEHIF A Z MEE L
B2 1E,

3.14.1 OB

Node = =P RAIHITERLBIZER Fin, FIU0:

e i0OS/Android F#

e macOS/Linux/Windows 4,
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o fEfAiE1T openclaw node I &

3.14.2 OB

xH e A&

shared/node-list-type T RIIKXET (& caps/commands/permis
NodeListNode
s.ts sions)

gateway/node-registr o .
NodeSession iz{7B WebSocket &3F
y.ts

NodePairingPairedN
. infra/node-pairing.ts  FAMKEIMIER (FIAIE token)
ode

3.14.3 X mAR

Node Gateway
-- node.pair.request -------------- >|  (KiEiEK)
| (AN pending %FIR)

|

|

|

|<-------- I°#% node.pair.requested --| (BHEMES)
| |

| [BIESAEH] |

| |

[T ——_— node.pair.approve --------- | (Z£A token)
| |

| -- node.pair.verify --------------- >| (42iF token)
| |

|<--mmmmme - EFREL - oo | (AIEREZY)

3.14.4 Node Host Z2#3

src/node-host/ FRHIBEITERERE L

Node Host |

- BTh webSocket EF i |

|

|

|

| runner.ts |
|

| - E# Gateway |

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 34/52
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- =B caps/commands |

invoke.ts |
- RIE system.run/which/browser.proxy |
- WITARMEBES |
- BEHITEHEM |

config.ts |
- 7#f% nodeId/token/gateway ECE |

- ~/.openclaw/node.json |

3.14.5 S REE

9493 (gateway/node-command-policy.ts:56)

REW

1. S8 ATTE allowlist AR

2. I AR commands FIERH

3. 8= < (camera.snap, screen.record, sms.send) EXIMNELE

3.14.6 MREEA

% Node BLBYHEHMER (gateway/server-methods/nodes.ts:89):

1. maybeWakeNodewWithApns()
— #Z& APNS i
— RiEEAREE
L— F[/HEE (3s)

2. WMRMBL%, E—RK
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L— X XEEME + FF (12s)

3. WMBEMEL

L— maybeSendNodeWakeNudge ()
L— %iETMIREE: "OpenClaw needs a quick reopen"

3.14.7 EH0IE

Node AJ[A Gateway RIXZEH (gateway/server-node-events.ts:247):

3.14.8 Z2A

1. BExINIE: token + 55 ID WEIEIE

2. Y ERE: BRYEREATANS

3. Exec B#lt: BRGBLFERAHHIA

4, IFIBPRES . sanitizeHostExecEnv PELE PATH S5

5. W&l 200kB LRBALERNZFES

3.14.9 HAENFRRE

EPi% . Gateway.node.invoke({nodeId, command, params})
|
F— METREEER
| L REE . APNS IREE
|
F— oEBINE
| L— node-command-policy.ts
|
— NodeRegistry.invoke()

| L— webSocket %&IX node.invoke.request

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg 36/52
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|

L— Node Host #h3E
— invoke.ts BSHZF/E{KX handler
F— $iT8< (spawn + T2KE)

L— 3R[E node.invoke.result

3.15 R

3.15.1 ZOMEERE

ZOEN: OpenClaw RE"MABF"RE, REZHFPHEZRL,

BRAFPEERE:

|

| — N EIEREE |
| = —7 Gateway |
| L— %1 Agent |
|
|

L— ZAMRIE (sessionKey REHITH, FRHELMLR)
|

REES

o BT Gateway INIERVIAREE = AJ51R(EE

o sessionKey/session ID RLEZHIEH, FE2AFPEMLR

e [Gl— Gateway FHVIREERLUEMHEERIEIE - MHA1TH

s ZHFPYR. SMEELRERMILA 0S AF/EHN/Cateway
3.15.2 {EfHEEIAR

HEELUHERS NS, 5 Gateway RIZENIR:

Ef = "ERE

I AR R/ X
F— AT ENG L

L— 5 Gateway #HIZM[E+EE

ZeREVIUERBRET (WRINEMS. RKEESED), MAR" GRIEHFRIT TEHIURE"

3.15.3 ITHFERINT A
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agents.defaults.sandbox.mode: off # ZIUAXFNHE
tools.exec.host: sandbox # BEAMLF, (BFHERMTOIEENAIT

BX: RIAMERT, SsLRITEINLEHTT, AARFEEREE.

3.15.4 SEEMNED (B IiRR)

i) WiEA

Prompt JEAN PRIELS SRBR AAIE/ D FEIAR

1R EE AR A I Th AR g0 TUI Zxith ! shell

BRI R B AR (E 40 allowlisted RiFE#EIE1T /export-session
TEEMHTHN wE/BRiEN = RTFEE

ZHFIREEE [E— Gateway NEHEAF ERE
ReDoS/DoS RERISECERAN B EXIEMRER

NZES FEWEFZRE

RBEE=ARIL PR3ERETHIA] OpenClaw Ehti&HE

3.15.5 ERIL

EELR:

F— E#l oS/BERUR = FEBR

I— BEf&2R ~/.openclaw BIA = AIfSiR1EE
L— #ZEX: —FAFP—F#H/vPS—Gateway

3.15.6 Web EO0% %

# WRTE: IRGSE[EIIF Ak
gateway.bind="1loopback" # Ztil{E

openclaw gateway run --bind loopback
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# mFEGIEIHEE:
# 1. SSH [E&
# 2. Tailscale serve/funnel
# 3. TEEERBIINK

3.15.7 IBITRFER

e Node.js 222.12.0 (&% L% T)

e Docker: dEroot AP, RIEXHRS. &=/IXR

3.15.8 TEAXHARAAKINE

# 1EE
tools.exec.applyPatch.workspaceOnly: true # [RFEIGAFITIEX

# Bt
tools.fs.workspaceOnly: true # [RHEIFFEXIHEIERTIEX

245 OpenClaw R LR E T "AEREE "RIZ, ZORENESME + Gateway IAE, FiEHEZ
HAFREE. ZeREEBIIABASTE, MIERTERN/AIEZE THITA.
3.16 REERE

3.16.1 ZEAgHE o

REEBERAD BN, ZOMERAITF src/config/:

src/config/

— io.ts # FEI/ 01052
— paths.ts # EEIZHENTREE

— validation.ts # ZIEIIFHESE

F—— zod-schema.ts # ZodBEZUEX

I— defaults.ts # B1THTECIAE R
— includes.ts # $includeBRIEEZFF

— env-substitution.ts # HEZTEEH

L— types.ts # TypeScript XHES

3.16.2 #Zg RN

EEXHRASHUE

JSONS5 &, ZHFFIBRMERES:
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// ZIFIFEEE

{

"models": {

"providers": {

"anthropic": {

"apiKey": "${ANTHROPIC_API_KEY}" // iz{TH1E#

REZERITMR (paths.ts:130-183) :

1. OPENCLAW_CONFIG_PATH If 1B &

2. OPENCLAW_STATE_DIR/openclaw.json

3. ~/.openclaw/openclaw.json (Fi#IE)

4. ~/.clawdbot/clawdbot.json (AR FEZR)

ERE4d A

mE - @t - &7 - RiE - NARAME - &7

FKEILIM (io.ts:682-818) :

function loadConfig(): OpenClawConfig {

/7 1.
const

const

/7 2.

const

/7 3.

const

/7 4.
const

const

// 5.

YR 45ISONS5 X1
raw = deps.fs.readFileSync(configPath, "utf-8");

parsed = deps.json5.parse(raw);

fEHr$inc lude?s<

resolved = resolveConfigIncludesForRead(parsed, configPath, deg

FREFER

{ resolvedConfigRaw } = resolveConfigForRead(resolved, deps.em

WIF S EAE
validated = validateConfigObjectWithPlugins(resolvedConfigRaw);
cfg = applyModelbDefaults(applyAgentDefaults(validated.config));

BEEHEN

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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normalizeConfigPaths(cfg);

return cfg;

3.16.3 IR WWELE (Sinclude)

Rt BiR

SFARBENEERD, RAXEIRDE.

// openclaw.json

{

"$include": [
"./models/anthropic.json5",
"./channels/telegram.json5"

1

"gateway": {

"mode": "remote"

}

}
TR

// FELEGEA0E B RIMIX 1
if (!isPathInside(this.rootDir, normalized)) {
thrownew ConfigIncludeError (
"Include path escapes config directory: ${includePath}",

includePath

)i

/7 RN S R H E AT IE
const real = fs.realpathSync(normalized);
if (!isPathInside(this.rootRealbir, real)) {
thrownew ConfigIncludeError (
"Include path resolves outside config directory (symlink) ",

includePath

),

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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ARERS: RKBREBLR 10 B, BHLEEFSIA

AR

HREAEHEZE (includes.ts:70-85) :

export function deepMerge(target: unknown, source: unknown): unknown {
if (Array.isArray(target) && Array.isArray(source)) {
return [...target, ...sourcel; // #HiEHEE
}
if (isPlainObject(target) && isPlainObject(source)) {
const result = { ...target };
for (const key of Object.keys(source)) {
result[key] = key in result
? deepMerge(result[key], sourcel[key]) // #Z/HFE&EH

source[key];

}
return result;
}
return source; // [FRIEEHE: SEEZFHE

3.16.4 IS IFHELS

ZEEIER

/7 BIERIK %
validateConfigObjectwWithPlugins(raw)

- validateConfigObjectRaw(raw) // 1. E#fizodiF

- findLegacyConfigIssues(raw) // 2. BEEERE

_ findDuplicateAgentDirs(config) // 3. Agent BRI
~ validateIdentityAvatar(config) // 4. Avatar BEZE=IIF
- validatePluginSchemas(config) // 5. HEAFECEIIF

Zod Schema i&it

PRI + ARIER LS (zod-schema.ts):

exportconst OpenClawSchema = z.object({
/7 TTEHE B mphd e #A FE
meta: z.object({
lastTouchedAt: z.union([

z.string(),
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z.number().transform((n, ctx) => {
const d = new Date(n);
if (Number.isNaN(d.getTime())) {
ctx.addIssue({ code: z.ZodIssueCode.custom, message: "Invalic
return z.NEVER;

}
return d.toISOString();

1)
1) .optional()
}).strict().optional(),

// Gatewayf &
gateway: z.object({
mode: z.union([z.literal("local"), z.literal("remote")]).optional(;
auth: z.object({
mode: z.union([
z.literal("none"),
z.literal("token"),
z.literal("password"),
z.literal("trusted-proxy")
1) .optional(),
token: z.string().optional().register(sensitive) // #/&EFIZ
}).strict().optional()
}).strict().optional(),

// EEFRRIE
}) .superRefine((cfg, ctx) => {
// BiFbroadcast Ffjagent Id @& 777 Fagents. list
const agentIds = new Set(cfg.agents?.list?.map(a => a.id) ?? []);
for (const [peerId, ids] of Object.entries(cfg.broadcast ?? {})) {
for (const agentId of ids) {
if ('agentIds.has(agentId)) {
ctx.addIssue({
code: z.ZodIssueCode.custom,
path: ["broadcast", peerId],

message: “Unknown agent id "${agentId}""

1)

1)

AR BRI

EhASchemafiN (validation.ts:418-438):

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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for (const record of registry.plugins) {
const pluginId = record.id;

const entry = normalizedPlugins.entries[pluginId];

if (record.configSchema) {
const res = validateJsonSchemaValue({
schema: record.configSchema,
cacheKey: record.schemaCacheKey ?? pluginId,

value: entry?.config ?? {}

)

if (!'res.ok) {
issues.push({
path: “plugins.entries.${pluginId}.config’,
message: “invalid config: ${res.errors.join(", ")}

)

3.16.5 FIET S 1

XX Bi B R

IREYETES R (j0.ts:652-666) :

function resolveConfigForRead(resolvedIncludes, env){
// 1. NMHEconfig.envElprocess.env

applyConfigEnvVars(resolvedIncludes, env);

// 2. BES{VAR}S|H

return {
resolvedConfigRaw: resolveConfigEnvVars(resolvedIncludes,
envSnapshotForRestore: { ...env } // REREAFEE

Iy

[S]

ENRTRE

RIFMREXHHPHIFETE5|M (0.ts:1082-1109):

// BANGIVEIRIEEIS {VAR} 5| FH

cfgToWrite = restoreEnvVarRefs(

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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cfgTowrite,
parsedRes.parsed, 7/ FIEXHEAE
envForRestore /7 BEERBTRYIFIE L EIRE

)i

3.16.6 BT ERIAE

gt R

FEAKRINE - REMNENNA, EARRE.

/7 BT EA B
const cfg = applyModelDefaults(
applyAgentDefaults(
applySessionDefaults(validated.config)

)
)i

/7 BT BEE{TIUE

const stampedOutputConfig = stampConfigVersion(outputConfig);
// T applyModelDefaults

KERIAE

Model BRIA{E (defaults.ts:213-347):

contextWindow: 200K tokens

maxTokens: min(8192, contextWindow)

cost: {input: 0, output: 0, cacheRead: 0, cacheWrite: 0}

api: "anthropic-messages" (Anthropic provider)

Agent BRIA{E (defaults.ts:349-388):

e maxConcurrent: 10

e subagents.maxConcurrent: 5

Session BAIA{E (defaults.ts:144-168) :

e mainKey: "main" (ZBAFEE)
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e maintenance.mode: "warn"

e maintenance.pruneAfter: "30d"

3.16.7 B 5MEEMN K

EEEE

THAETZ SRR (i0.ts:1292-1374):

const DEFAULT_CONFIG_CACHE_MS = 200; // 200ms TTL

export function loadConfig(): OpenClawConfig {
/! BEIBITEIRE
if (runtimeConfigSnapshot) {

return runtimeConfigSnapshot;

/I BEERF
const cached = configCache;

if (cached && cached.configPath === configPath && cached.expiresAt >

return cached.config;

/7 IEHBEEF
const config = io.loadConfig();
configCache = {

configPath,

expiresAt: now + cacheMs,

config

i

return config;

}
< CEEEEEEEEEE———— 4

B F4E7F: OPENCLAW_DISABLE_CONFIG_CACHE=1

BHit

L4 HITHASE (io.ts:1178-1228):

const auditRecord = {

ts: new Date().toISOString(),
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event: "config.write",

result: "rename" | "copy-fallback" | "failed",

configPath,

previousHash,

nextHash,

previousBytes,

nextBytes,

changedPathCount,

suspicious: [
"size-drop", /) KINBEFE50%+
"missing-meta-before-write",
"gateway-mode-removed"

1

pid, ppid, cwd, argv

i

await appendConfigWriteAuditRecord(deps, auditRecord);

3.16.8 FHIRIE 512 M

REFHIRHER

DMIREEEEIRTZ T (i0.ts:148-167):

function formatConfigValidationFailure(pathLabel, issueMessage){
const match = issueMessage.match(OPEN_DM_POLICY_ALLOW_FROM_RE);
if (!match) return "Config validation failed: ${pathLabel}: ${issueMe

return [

“Configuration mismatch: ${policyPath} is "open", but ${allowPath}

nn
14

"Fix with:",

openclaw config set ${allowPath} '["*"]'",

nn
14

"Or switch policy:",
openclaw config set ${policyPath} "pairing""
1.-join("\n");
}

< C——— 4

FsEEEE T

EBEE (legacy.ts):

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg

47/52



2026/3/26 11:07 RNIEfEOpenClawiz REMSLMEE (TF)

export function findLegacyConfigIssues(raw: unknown): LegacyConfigIssue

const issues: LegacyConfigIssue[] = [];

/7 BB BRI ETT
if (raw.routing?.allowFrom) {
issues.push({
path: "routing.allowFrom",

message: "routing.allowFrom is removed. Use routing.channels.*.dn

)

// RWEFR RS
if (raw.gateway?.token) {

issues.push({
path: "gateway.token",

message: 'Use "gateway.auth.token" instead.'

3

return issues;

}

< ——— 4

3.16.9 T&4F M4

RELS R

Blocked Keys (prototype-keys.ts) :

exportconst BLOCKED_OBJECT_KEYS = new Set([
"__prOtO__" ,
"constructor",

"prototype"
1);

export function isBlockedObjectKey(key: string): boolean {
return BLOCKED_OBJECT_KEYS.has(key);

HRENE

Zod BUR{EFRIZ (zod-schema.sensitive.ts) :

https://mp.weixin.qg.com/s/FUJEofgbK7vX-J64UX8Nkg
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exportconst sensitive = Symbol("sensitive");

export function redactSensitiveValues(config: unknown): unknown {
/7 BITELIEX R
// EMtridsensitive BIE " [REDACTED] "

XAFAXPR

Z2BHINME (i0.ts:1236-1240) :

// BRKPR: 00700 (REFBEZEEIH/E])

await fs.promises.mkdir(dir, { recursive: true, mode: 00700 });

// XHERR: 00600 (XEFEZEDIES)

await fs.promises.writeFile(tmp, json, { encoding: "utf-8", mode: 00600

< G ——— 4

3.16.10 ¥ E#HHI

&4 BB Schema

oA ME (plugins/config-schema.ts)

export interface PluginConfigSchema {
id: string;
kind: "channel" | "memory" | "tool" | "skill";
configSchema?: JSONSchema;

channels?: string[];

MR 528172 (runtime-overrides.ts) :

export function applyConfigOverrides(config: OpenClawConfig): OpenClawCc
/) RFBIRELEBEIFEEDT
// #BI%]: OPENCLAW_OVERRIDE_gateway_mode=1local

return config;

< C———— 4
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3.16.11 XEXH RS

X4 BabERR
i0.ts:682-818 FEMH TR
includes.ts:91-279 Sinclude RT3 LN
validation.ts:173-453 ZRIIEESR
zod-schema.ts:131-813 52% Schema EX
defaults.ts:129-532 BIMEN BZE
paths.ts:115-183 ERIZARATSRER

. RERE

2025 EPNARERITARAAERE. DATHBHTRANLKRSRA, 2026 FEARILERTE, &
DR SERESHNEVFEREE, XEBREFAEEMD AN, RerizBRESMRILSRE
BT EEH,

4.1 RS AR

1. BHITESHITH SR8 (Decoupling Control & Execution)
AV ZEME R AR HIRER + MERT ER. RHBEFREFFERASNEHIZ. BER

SHMESKE, MATTRUSEERI AR, NRSEJREEFIRE L, BERBEEERLR
MR 2k

2. ZEREMEIHERLE (Multi-Agent Networking)

UV RBHEABRE—N"HEF, MEHS I EZLUEER (W HRBIF. MSBF. ITIiEH
BhF) MREIME. EfTEIRELE RPC USRI RIEDICHITEEREMESEN, EHE
BB K o

3. RS FEENEEE (Hardware & Permission Integration)

ALk Agent R NER BN AEMSG (NS NERS. 1B, PDA). Wit LHEEEFEHEA
B TCC (EFRE. RAEMITH]) K&, MR Agent HRITHRIZIE AR AIRGLIRNITRSA
HIZR) BRI S MR I,

4.2 RS MR#H
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1. 2B 5583 (Omnichannel Business Integration)

edk Agent B EEBANEIFFERSMELRS, ITREEMSE" Agent FXEERIZFR, XEE
BE@EWAR M HIEE Discord/Slack BifFEl B et &k TIEMAK L IEE# . BRITRER, LI|M"X
JEEDA /NS

2. EhAT M ME T X (Live Visual Collaboration)

HEEZRNEWREGR (NHENEEESEBIESN) F, Agent FHFIFAFEM Canvas I AR HED
SAMKER. BEIPABRRRILS Agent ER—BE#H L#ITREREEN, Agent LBYAE R EIEEIRS
HINE, KIBRFREBE,

3. BT MR L4 ™IF1R (Sandboxed Production Environment)
P RFEERA REETIFE . H Agent RIBIMNPRFIENHAZEENRAEN, RA=EHE
HMANIREE. ZROBSIHPHIT, FHIEEERZAET Agent BiFE# Bz OB E N EBMLE,

4. IV ERH ety (Enterprise Skill Hubs)

AR ENREEEMER. RTAIUABECZH Agent T (T ZBITHAIERN $EEE" (40 ERP 1
. TUMSIHERE). Agent RRIBYUFIES LT, BIMELIAEZRIEFEHXLER
BE, KIINREMITHEY Bo

FFH A REBEAIZEY OpenClaw B Local-first (33BFAH) # Gateway/Node (FHISHIT
NE) BE, EFRIESEEFREN (Own your data) HIRIRT, B ZEEEKIMENRERNIEG
£k, AT IHFHEENZOEMIZHE,

Ft R

e https://derisk.alipay.com/

e https://notebooklm.google.com/

e https://openclaw.ai/

e https://github.com/openclaw/openclaw
e https://github.com/anomalyco/opencode

e https://github.com/derisk-ai/OpenDerisk
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